From: lee@leevandeveer.com

To: CityCouncilListPublic
Subject: [EXTERNAL] stop the real time crime center
Date: Monday, July 22, 2024 1:13:13 PM

Hello City Council Members:
I am writing as an extremely concerned citizen.

I urge you to consider how increased investment in militarization and
surveillance are a threat to democracy. I urge you to reject the Real
Time Crime center. The only legacy that comes from this sort of
increased surveillance on a community is a bad one. Please do the right
thing, invest in the people who are in the most need. Use money to
create TRUE safety for all NOT just the wealthiest among us.

Give us hope and infrastructure and parks and all thinks that stop
fascism. Please do not use your time as an elected official to benefit
the private prison industry, make your legacy one of change and care.
We are begging you.

As of now, you are known for being ones who would sooner see rocks
embedded in concrete with the names of homeless folks who died on YOUR
watch (in places where they once camped) than invest in community
supported care. Change course for the good of everyone. Please invest in
community care.

Sincerely,

Lee Vandeveer



From: Alyn

To: Public Safety Subcommittee Comment

Subject: [EXTERNAL] Opposition to the Real Time Crime Center
Date: Monday, July 22, 2024 1:19:20 PM

Hello,

I am writing for the strongest form of opposition to the proposed Real
Time Crime Center as possible. I understand that it is being done in the
name of public safety, but what has been proposed comes straight from
the greatest minds of dystopian science fiction novels. Things like
predictive policing and gunfire detection monitors like shotspotter are
proven to not work, and end up unfairly targeting minority communities,
who are already harassed and targeted by Law Enforcement Officers in far
greater numbers than the majority population. This is being proposed

with ZERO citizen oversight of either the process or implementation. It

is a clear violation of every Santa Rosan's privacy.

The City of Sebastopol passed a Surveillance Use Policy years ago, which
outlaws some of the most egregious practices that the Real Time Crime
Center will be using, such as facial recognition and predictive

policing. I highly urge that we look to our neighbors to the west and
follow suit.

Earlier this year, Santa Rosa City School was forced to lay off more
than 80 position. It's absolutely unconscionable that we would then
spend close to a million dollars on such an unnecessary and
privacy-violating project such as this. In creating this crime center,
we are attacking the effects of the problem of crime, instead of the
roots - lack of investment in education and basic needs of our
community.

Alyn Wolves
Member - North Bay Organizing Project Police Accountability Task Force



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] NO to Real Time Crime Center
Date: Monday, July 22, 2024 3:42:44 PM

From: Ma'ayen pecr < -

Sent: Monday, July 22, 2024 3:08 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] NO to Real Time Crime Center

Hi SR City Council,

I'm a Sonoma County resident and frequent visitor, and buyer in Santa Rosa. I'd like to ask you all to
vote against tomorrow, July 23rd,'s item 6.2 Real Time Crime Center. An increase in police
surveillance is a disservice to us all, and will disproportionately affect our marginalized communities.
Folks who are black, brown, disabled, unhoused, or trans do not need the police to have more
weapons to wield against them. Vote for your community and vote against the Real Time Crime
Center.

Thanks



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] No surveillance via Real Time Crime Center
Date: Monday, July 22, 2024 3:43:01 PM

From: C Sofranko <

Sent: Monday, July 22, 2024 3:00 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] No surveillance via Real Time Crime Center

Hi, my name is Cecilia Sofranko and I'm a Santa Rosa resident. I'm writing to ask that you strongly
oppose the "Real Time Crime Center," item 6.2, tomorrow at your July 23rd meeting. We do not
need increased opportunities for police forces to pick and choose who to punish, especially when we
have seen devastating police violence here in Sonoma County with the weapons they already have. |
do not feel safe giving them more leverage against Black, brown, and Indigenous communities, as
well as neurodivergent people who might need mental health aid, and transgender people - all of
whom are known to sustain escalated brutality from LEOs.

I'm writing to ask that you truly think of the people, and who you are protecting, when making
decisions on this item. Let's be realistic about who tends to be targeted, and have their lives violently
disrupted, when police decide they want to.

Thank you,

Cecilia Sofranko



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Re: Meeting on 7/23/24: Item 6.2
Date: Monday, July 22, 2024 3:43:27 PM

From: Revelle Viast <

Sent: Monday, July 22, 2024 3:39 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Re: Meeting on 7/23/24: Iltem 6.2

To be clear, | urge you to oppose the proposed "real time crime center."

Thank you for the work you do,

On Mon, Jul 22, 2024, 3:32 PM Revelle Mast <revelle.mast@gmail.com> wrote:

To all the city councilors,

| am very concerned about increasing the capabilities of surveillance infrastructure.
These tools are not inherently good and can be used malevolently.

| do not think our democracy is healthy enough for this responsibility.

Act with caution, for all our sakes, please.

Revelle Mast



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] City surveillance

Date: Monday, July 22, 2024 3:44:00 PM

----- Original Message-----

From: >

Sent: Monday, July 22,2024 3:41 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] City surveillance

Good afternoon,

My name is Shell Baker and I am a life long resident of Sonoma County/ Santa Rosa area for 32 years. I would like
to express my disapproval of the increased surveillance that is being proposed by the "real time crime center". I feel
this will be weaponized against some of our most vulnerable citizens and I urge the council to turn resources
towards better programs that would assist with those populations instead of increasing opportunities to criminalize
them. Think with the heart and not with the shield.

Thank you for your time.

Sincerely,
Shell Baker

Sent from my iPhone



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] real time crime center
Date: Monday, July 22, 2024 3:52:06 PM

From: Macilyn ser: - -

Sent: Monday, July 22, 2024 3:48 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] real time crime center

Dear Santa Rosa City Council,

I am writing to express my fervent belief that we should not increase
surveillance in our community. I think an increase in surveillance
represents a threat to our safety while claiming to serve it. And it
definitively impinges on our community's freedom and right to privacy.
Please consider me in your discussion tomorrow.

Warmly,

Madalyn Berg

Fountaingrove Resident



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] re: 7/23/24 Meeting, Item 6.2
Date: Monday, July 22, 2024 4:12:54 PM

From: T Wagner -

Sent: Monday, July 22, 2024 4:10 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] re: 7/23/24 Meeting, Item 6.2

Hello,

My name is T Wagner. I'm a Sonoma County resident who works and recreates in Santa Rosa. I'm
writing to ask that you oppose the "Real Time Crime Center" (item 6.2) at your meeting on 7/23. We
do not need increased police surveillance when we have already seen devastating violence at the
hands of the police. | do not feel safe giving LEOs additional means of harm against already
marginalized communities, such as black, brown, and indigenous people. All of these communities,
and neurodivergent people in need of mental health aid, all receive escalated brutality from police
with the weapons they already have.

I'm writing to ask that you oppose this item, and stop to think about who will be affected by
measures like this and how they will be affected - there is a clear history already written across the
States and in this county of violence allowed and perpetuated.

Thank you,
T Wagner



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment

Subject: FW: [EXTERNAL] WE DO NOT WANT INCREASED SURVEILLANCE!!!!
Date: Monday, July 22, 2024 4:13:10 PM

----- Original Message-----

From: Tanya Marsh

Sent: Monday, July 22,2024 4:11 PM

To: _CityCouncilListPublic <citycouncil@srcity.org>

Subject: [EXTERNAL] WE DO NOT WANT INCREASED SURVEILLANCE!!!!

Santa Rosa Council Members,

In this time of wild division, it is crucial that city council members understand the true pulse of their community.
That there is even consideration of increasing surveillance on a population severely under resourced because our tax
dollars are funding police instead of supporting community members.

Stop the surveillance!!! Stop over policing people and Increase social programs for your community members!
Sincerely,

An extremely concerned parent in Sonoma County paying for a student to attend school in Santa Rosa.

Tanya Marsh



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL]
Date: Monday, July 22, 2024 4:14:16 PM

From: Campbell Sepiica

Sent: Monday, July 22, 2024 4:11 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL]

| understand that an item on the agenda for a meeting at 9:00am 7/23/24 about the Real Time
Crime Center. Reading about this technology, it seems that it requires extra surveillance. | strongly
oppose increasing surveillance.

Let’s focus on “housing first” and other proven initiatives that boost the economy and build
community. Increasing the power of law enforcement has proven to have the opposite effect on
crime. There are entire courses taught about these things in our nation’s universities and colleges.
Please bring some reason, and consider reducing law enforcement, and increasing social services.

We should consider alternatives to police enforcement, instead of increasing their scope of power.
Please, follow the social science. Expanding law enforcement will not make out communities safer.

Thank you,
Campbell



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Increased surveillance
Date: Monday, July 22, 2024 4:48:42 PM

From: Claire Addleman _>

Sent: Monday, July 22, 2024 4:34 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Increased surveillance

Writing in to say | DO NOT want increased surveillance in Santa Rosa.
Thank you,
Claire A



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Real Time Crime Center
Date: Monday, July 22, 2024 4:49:08 PM

From: Martie Fried-Lee <G

Sent: Monday, July 22, 2024 4:34 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Real Time Crime Center

Dear City Council,

My name is Martie Fried-Lee and I'm a constituent of District 2 in Santa Rosa. I'm concerned about
the potential establishment of a proposed Real Time Crime Center in the city and I'm writing to ask
that you oppose moving forward with this plan. I'm worried that there won't be adequate
consideration in respecting and protecting the privacy of citizens as well as reinforcing the existing
biases of law enforcement toward the Black and brown people that live here. | don't want more
people to be targeted by predictive third-party algorithms that may be intended to prevent gun
violence but in actuality are just going to further harm our communities that are already at risk.

Thank you for your time,

Martie Fried-Lee



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] ATTN: 7/23/24 MEETING ITEM 6.2
Date: Monday, July 22, 2024 4:49:27 PM

From: Levon Crook <

Sent: Monday, July 22, 2024 4:34 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] ATTN: 7/23/24 MEETING ITEM 6.2

Council Members,

| am deeply disturbed by item 6.2 on your agenda for tomorrow's meeting. Santa Rosa does not have
any need for a "Real Time Crime Center", and I'm honestly not sure what you think you're doing.

The city of Santa Rosa does not need increased surveillance. It does not need a "crime center". At a
time when fascism is on the rise in this country, aided by an increasingly militarized police force that
brutalizes and terrorizes, your choice to build a "crime center" says you are either fascists yourselves
or callous and selfish. Perhaps both.

| understand that you are politicians and therefore only care about money and power. | understand
that you are sociopathic and unempathetic to the problems of the people that you claim to
represent--the people who elected you. And it is clear to me that y'all are a bunch of cowards who
are more interested in lining your pockets with the money from the rich people destroying this
county with their greed. So to be completely honest, while | am disgusted by this, | have no faith in
your humanity.

The very fact that you put this meeting, with this point on your agenda, on Tuesday morning when
people will be at work, shows me how manipulative and evil you are.

We do not need a crime center. We need housing costs to be lowered, we need food prices lowered,
we need compassion and empathy and community. Not an increase of spouse-beating morons with
badges they shouldn't have and guns they are too eager to shoot.

Shame on you, sincerely.

Levon G. Crook



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Proposed Crime Center
Date: Monday, July 22, 2024 5:04:57 PM

----- Original Message-----

From:

Sent: Monday, July 22, 2024 5:00 PM
To: CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Proposed Crime Center

Dear Santa Rosa City Council,
I’m disgusted to learn about the new “crime center” that you’re weighing wasting taxpayer’s dollars on.

Increasing surveillance on communities does not have any meaningful impact on curtailing crime. Rather, it strains
the already fragile relationship between police forces and civilians.

This is an outrageous waste of taxpayer dollars, when it could be better spent benefitting and enriching our
communities: providing housing, mutual aid, mental health services, etc.

Why not invest funding into measures that have demonstrably been proven to reduce crime such as these, instead of
giving additional funds to an already increasingly militarized police force, solely utilizing band-aid solutions that
either don’t create impactful change, or worse, make conditions for the communities they’re supposed to serve even
more difficult?

If you wish to do your jobs and serve the interests of the Santa Rosa community, I strongly implore you consider
reallocating these funds away from this crime center. There are demonstrably more helpful ways the taxpayer’s
dollars could serve the community.

Do better.

Devon Soltani



From: Tracy Rosenberg

To: PSS-comments@srcity.org; Public Safety Subcommittee Comment
Subject: [EXTERNAL] Fwd: Real Time Crime Center

Date: Monday, July 22, 2024 7:38:06 PM

Hello,

My name is Tracy Rosenberg and | am the advocacy director for Oakland Privacy, a
regional citizens coalition that works statewide to defend the right to privacy,
enhance public transparency and promote oversight regarding the use of surveillance
techniques and equipment. We were instrumental in the creation of the first standing
municipal citizens’ privacy advisory commission in the City of Oakland and we have
engaged in privacy enhancing legislative efforts with several Northern California cities
and regional entities.As experts on municipal privacy reform, we have written use
policies and impact reports for a variety of surveillance technologies, conducted
research and investigations, and developed frameworks for the implementation of
equipment with respect for civil rights, privacy protections and community control.

| apologize for not being able to join you in person on Tuesday night, but hopefully
these comments will be helpful. We have several constituent members in your city
and the surrounding county so these comments are offered both from that
perspective and with a broader lens to the statewide and national surveillance
conversation.

Having reviewed the Police Department's Powerpoint, there are a few comments that
I'd like to provide.

1. We appreciate the written commitment to a citywide surveillance policy and a
specific written policy for the RTCC. These are crucially important. However, we
generally advise City Councils of two things: a) you should have the actual policies, at
least working drafts of them, in front of you when you make acquisition decisions. Not
just a report of a policy to come, but the actual policies. A tool is just that, a tool. The
crux of the matter is how it will be used and operated which is what a policy
documents. We strongly believe that policies must not be an afterthought, but must
be prominent in the decision-making phase. Which is now. b) The policies involved
should not just be written by the police department and filed, but should be brought to
the City Council for a ratification vote and an agreement that the policies are not
materially altered without a return to the City Council for a new ratification. The act of
greatly enhancing the spying on and surveillance of the City's residents is a grave act
and it is incumbent on the elected officials as the voice of the people to affirmatively
approve it and to understand the details of what they are approving. And to do so
before it is a fait accompli.

2. The Powerpoint discussed increasing the timeliness and reliability of 911 dispatch.
That is a worthwhile goal. We do feel obligated to inform you that one of the tools

being proposed to do that, gunshot detection with a tool called Shotspotter, has been
extensively documented to in fact, do the opposite. Recent audits from New York City



and Chicago,and a_Boston study reported that the tool sent officers on wild goose
chases the vast majority of the time and in fact, slowed 911 response times. It is
important to invest scarce public safety resources into things that actually work
towards the stated goals.

3. The Powerpoint also discussed increasing the use of historical data to solve
crimes. Technology obviously makes that easier, but what technology does not do is
erase the historical over-representation of people of color, particularly black people, in
the criminal justice system. One clear example is with cannabis prosecutions, where
overwhelmingly white kids got away with cannabis possession and sale with a slap on
the wrist and Black kids got criminal records. The danger of heavy reliance on
historical crime data is that we perpetuate these kinds of injustices and disparate
impacts into present day policing and don't even realize it because it feels "objective"
and "data driven". Predictive policing, a tech based entirely on the use of historical
crime data, has been largely discredited due to this reality.

4. Information-sharing. A look at your existing automated license plate reader policy
shows that the City of Santa Rosa is aware of the dangers of sharing law
enforcement information with ICE. Good for you. But the world is an extremely
complicated place, and we are finding out that the same kinds of precautions need to
be taken with sharing law enforcement data with agencies that enforce bans on
reproductive care and gender-affirming care. For exactly the same reason, that the
information will be mis-used and harm Santa Rosans and their families, friends and
networks. These are the kinds of things that need to be thought about and delineated
in policy before things get rolling, not afterwards when harm may become
irreparable.

5. We also generally recommend that policies be explicit about 1st Amendment
protected activities, as differentiated from "public gatherings" because people
engaged in them have Constitutional rights that must not be violated just because
surveillance tech exists. The track record on abuses, writ large, is not good and that is
why policies must be explicit. We didn't see that in your existing policies.

We hope these comments are helpful and we will repeat our encouragement to do the
policy work on the front end and not skip to purchase or deployment until the policy
work is done and vetted publicly by the elected representatives.

Sincerely,

Tracy Rosenberg
On behalf of Oakland Privacy

Oakland CA 94609

httﬁs:// oaklandﬁrivaci.ori



From: Tracy Rosenberg

To: Public Safety Subcommittee Comment
Subject: [EXTERNAL] Real-Time Crime Center
Date: Monday, July 22, 2024 8:02:19 PM

This public comment seems to be bouncing back to me, although the address
provided for public comments on the Santa Rosa City Council web page is PSS-
comments@srcity.org. Hopefully this alternate email address will work.

Hello,

My name is Tracy Rosenberg and | am the advocacy director for Oakland Privacy, a regional citizens
coalition that works statewide to defend the right to privacy, enhance public transparency and promote
oversight regarding the use of surveillance techniques and equipment. We were instrumental in the
creation of the first standing municipal citizens’ privacy advisory commission in the City of Oakland and
we have engaged in privacy enhancing legislative efforts with several Northern California cities and
regional entities.As experts on municipal privacy reform, we have written use policies and impact reports
for a variety of surveillance technologies, conducted research and investigations, and developed
frameworks for the implementation of equipment with respect for civil rights, privacy protections and
community control.

| apologize for not being able to join you in person on Tuesday night, but hopefully these comments will
be helpful. We have several constituent members in your city and the surrounding county so these
comments are offered both from that perspective and with a broader lens to the statewide and national
surveillance conversation.

Having reviewed the Police Department's Powerpoint, there are a few comments that I'd like to provide.

1. We appreciate the written commitment to a citywide surveillance policy and a specific written policy for
the RTCC. These are crucially important. However, we generally advise City Councils of two things: a)
you should have the actual policies, at least working drafts of them, in front of you when you make
acquisition decisions. Not just a report of a policy to come, but the actual policies. A tool is just that, a
tool. The crux of the matter is how it will be used and operated which is what a policy documents. We
strongly believe that policies must not be an afterthought, but must be prominent in the decision-making
phase. Which is now. b) The policies involved should not just be written by the police department and
filed, but should be brought to the City Council for a ratification vote and an agreement that the policies
are not materially altered without a return to the City Council for a new ratification. The act of greatly
enhancing the spying on and surveillance of the City's residents is a grave act and it is incumbent on the
elected officials as the voice of the people to affirmatively approve it and to understand the details of what
they are approving. And to do so before it is a fait accompli.

2. The Powerpoint discussed increasing the timeliness and reliability of 911 dispatch. That is a worthwhile
goal. We do feel obligated to inform you that one of the tools being proposed to do that, gunshot detection
with a tool called Shotspotter, has been extensively documented to in fact, do the opposite. Recent audits
from New York City and Chicago,and a_Boston study reported that the tool sent officers on wild goose
chases the vast majority of the time and in fact, slowed 911 response times. It is important to invest
scarce public safety resources into things that actually work towards the stated goals.

3. The Powerpoint also discussed increasing the use of historical data to solve crimes. Technology
obviously makes that easier, but what technology does not do is erase the historical over-representation
of people of color, particularly black people, in the criminal justice system. One clear example is with
cannabis prosecutions, where overwhelmingly white kids got away with cannabis possession and sale
with a slap on the wrist and Black kids got criminal records. The danger of heavy reliance on historical
crime data is that we perpetuate these kinds of injustices and disparate impacts into present day policing



and don't even realize it because it feels "objective" and "data driven". Predictive policing, a tech based
entirely on the use of historical crime data, has been largely discredited due to this reality.

4. Information-sharing. A look at your existing automated license plate reader policy shows that the City of
Santa Rosa is aware of the dangers of sharing law enforcement information with ICE. Good for you. But
the world is an extremely complicated place, and we are finding out that the same kinds of precautions
need to be taken with sharing law enforcement data with agencies that enforce bans on reproductive care
and gender-affirming care. For exactly the same reason, that the information will be mis-used and harm
Santa Rosans and their families, friends and networks. These are the kinds of things that need to be
thought about and delineated in policy before things get rolling, not afterwards when harm may become
irreparable.

5. We also generally recommend that policies be explicit about 1st Amendment protected activities, as
differentiated from "public gatherings" because people engaged in them have Constitutional rights that
must not be violated just because surveillance tech exists. The track record on abuses, writ large, is not
good and that is why policies must be explicit. We didn't see that in your existing policies.

We hope these comments are helpful and we will repeat our encouragement to do the policy work on the
front end and not skip to purchase or deployment until the policy work is done and vetted publicly by the
elected representatives.

Sincerely,

Tracy Rosenberg
On behalf of Oakland Privacy

Oakland CA 94609

https://oaklandprivacy.org




From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] No Surveillance via Real Time Crime Center
Date: Tuesday, July 23, 2024 7:24:58 AM

From: Martina Varg: <

Sent: Monday, July 22, 2024 5:54 PM
To: Stapp, Mark <MStapp@srcity.org>; _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] No Surveillance via Real Time Crime Center

Dear Vice Mayor Mark Stapp & City Council Members,

My name is Martina Vargas and | am a Santa Rosa resident. | am writing to ask that you strongly
oppose Item 6.2 "Real Time Crime Center" on the agenda for tomorrow's meeting on July 23rd. We
do not need increased opportunities for police forces to pick and choose who to punish, especially
when we have seen devastating police violence here in Sonoma County with the weapons they
already have.

| do not feel safe giving them more leverage against Black, brown, and Indigenous communities, as
well as neurodivergent people, who might need mental health aid, and transgender people. All of
whom are known to sustain escalated violence from LEOs.

I'm writing to ask that you think of the people you represent here in Santa Rosa and contemplate
who you are protecting when deciding on this agenda item. Please be realistic about who tends to
be targeted and have their lives violently disrupted when police decide they want to.

Thanks for considering,

Martina Vargas



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] No surveillance via Real Time Crime Center
Date: Tuesday, July 23, 2024 7:25:36 AM

From: Simone 8arnard < -

Sent: Monday, July 22, 2024 7:50 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] No surveillance via Real Time Crime Center

Hi, my name is Simone Barnard and I'm a Santa Rosa resident. I'm writing to ask that you strongly
oppose the "Real Time Crime Center," item 6.2, tomorrow at your July 23rd meeting. We do not
need increased opportunities for police forces to pick and choose who to punish, especially when we
have seen devastating police violence here in Sonoma County with the weapons they already have. |
do not feel safe giving them more leverage against Black, brown, and Indigenous communities, as
well as neurodivergent people who might need mental health aid, and transgender people - all of
whom are known to sustain escalated brutality from LEOs.

I'm writing to ask that you truly think of the people, and who you are protecting, when making
decisions on this item. Let's be realistic about who tends to be targeted, and have their lives violently

disrupted, when police decide they want to.

-Simone Barnard



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Real Time Crime Center
Date: Tuesday, July 23, 2024 7:25:51 AM

From: Janelle Ogg |GGG

Sent: Monday, July 22, 2024 8:17 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Real Time Crime Center

Dear City Council Members,

This is such a great plan to help deal with crime. Just a quick note to express support for Chief
Cregan's plan. Thank you for your consideration.

Janelle Ogg

Sent from my Android device with K-9 Mail. Please excuse my brevity.



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Real time crime ctr
Date: Tuesday, July 23, 2024 7:27:51 AM

From: Jordan 6y«

Sent: Monday, July 22, 2024 11:57 PM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Real time crime ctr

Dear City Council,

| am a constituent who is writing to you all to express my deep opposition to the Real Time Crime
Center. Our community needs more access to positive resources that lifts people out of poverty, not
more surveillance & punishment. Please stick to investing in our people in positive ways.

Thank you,
Jordan Byrd



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Real crime time center
Date: Tuesday, July 23, 2024 7:28:16 AM

From: Michelle tel| -

Sent: Tuesday, July 23, 2024 1:02 AM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Real crime time center

Good day, Santa Rosa City Council,

My name is Michelle Bell and I've been living in Santa Rosa for four plus years. I’'m writing because |
saw that tomorrow you will be having a discussion about Real Crime Time Center and how to best
incorporate it into everyday life in Santa Rosa. It greatly concerns me because | believe that an
increase of police surveillance would be very harmful to our community. Increased surveillance
would spread more fear amongst the general public and cause even more harm to vulnerable
communities that are already at risk for being violently targeted by the police (Black and Indigenous
Peoples, Transgender Peoples, homeless individuals, and neurodivergent people). | implore you to
use the money/ resources not to aide the Real Crime Center. Those valuable resources would best
be used for education, public programs that help neurodivergent and or disabled people, programs
that provide meals for children in need, other forms of aid. These programs have proven to
effectively reduce crime and provide real tangible results. | can not overstate the harm that
increased police surveillance would inflict on our dear community in Santa Rosa.

Thank you,

Michelle Bell



From: Bolla, Rhonda

To: Public Safety Subcommittee Comment
Subject: FW: [EXTERNAL] Real time crime center
Date: Tuesday, July 23, 2024 7:28:45 AM

From: Dan Ford <

Sent: Tuesday, July 23, 2024 6:09 AM
To: _CityCouncilListPublic <citycouncil@srcity.org>
Subject: [EXTERNAL] Real time crime center

My name is Dan Ford, and | am a Santa Rosa resident in the Southpark neighborhood. | do not want
the real time crime center increasing surveillance on civilians. | do not want the real time crime

center.

Thank you for your time.



From: Carol Ciavonne

To: PSS-comments@srcity.org; _CityCouncilListPublic
Cc: Public Safety Subcommittee Comment

Subject: [EXTERNAL] Real Time Crime Center

Date: Tuesday, July 23, 2024 7:30:40 AM

To Whom It May Concern,

I am writing to oppose the installation of the RTCC, and the usage of the $898,000 grant to
support such surveillance. Crime in Santa Rosa has been going down, not up; for reference see
the Press Democrat, according to Sgt. Patricia Steffens, for statistics from 2021-2023. One
of the additional problems with this idea is that it has vast potential for misuse, particularly in
the area of surveillance on communities of color, which, quite frankly, the SRPD already has a
tenuous relationship with. And since the sources for these technologies are private companies,
there is a possibility that people other than government entities can also access these
surveillances.

I urge you to do more research on this action. The ACLU has concerns, and even the city of
Sebastopol, amongst others, has come up with a set of rules that will protect its citizens from
undue, there is no other way to say it, snooping. As a starting point, I include this piece by
Rollie Atkinson, former owner and editor of the Healdsburg Tribune and the Sonoma West
Times and News. I hope you will read and consider its many salient points.

https://open.substack.com/pub/rollieatkinson/p/real-time-surveillance-is-here?

r=cij9&utm_campaign=post&utm medium=web

Thank you for your time,

Carol Ciavonne



From: Carol Ciavonne

To: CityCouncilListPublic; Public Safety Subcommittee Comment
Subject: [EXTERNAL] Real Time Crime Center

Date: Tuesday, July 23, 2024 7:37:23 AM

To Whom It May Concern,

I am writing to oppose the installation of the RTCC, and the usage of the $898,000 grant to
support such surveillance. Crime in Santa Rosa has been going down, not up; for reference see
the Press Democrat, according to Sgt. Patricia Steffens, for statistics from 2021-2023. One
of the additional problems with this idea is that it has vast potential for misuse, particularly in
the area of surveillance on communities of color, which, quite frankly, the SRPD already has a
tenuous relationship with. And since the sources for these technologies are private companies,
there is a possibility that people other than government entities can also access these
surveillances.

I urge you to do more research on this action. The ACLU has concerns, and even the city of
Sebastopol, amongst others, has come up with a set of rules that will protect its citizens from
undue, there is no other way to say it, snooping. As a starting point, I include this piece by
Rollie Atkinson, former owner and editor of the Healdsburg Tribune and the Sonoma West
Times and News. I hope you will read and consider its many salient points.

https://open.substack.com/pub/rollieatkinson/p/real-time-surveillance-is-here?

r=cij9&utm_campaign=post&utm medium=web

Thank you for your time,

Carol Ciavonne



From: Chapters

To: Public Safety Subcommittee Comment; Okrepkie, Jeff; Alvarez, Eddie; Rogers, Natalie

Cc: CityCouncilListPublic; Alvarez, Eddie; Stapp, Mark; MacDonald, Dianna; Fleming, Victoria; Rogers, Chris;
Okrepkie, Jeff; Rogers, Natalie; Cregan, John; Lauren

Subject: [EXTERNAL] RE: ACLU NorCal - Sonoma County Comment re: Item 6.2, Real Time Crime Center, Public Safety
Subcommittee meeting on July 23, 2024

Date: Tuesday, July 23, 2024 11:18:18 AM

Attachments: image001.png

SoCo ACLU-NC Letter RE Real Time Crime Center 07.22.24.pdf
Chapter 8.80 SMC.pdf
Seeing Through Surveillance Report Web.pdf

Good morning,

Re-circulating this information at the request of Mayor Rogers. I’m also attaching ACLU’s
report, “Seeing Through Surveillance.” Thank you.

ACLU NorCal Sonoma County Chapter

Email: info@sonomaaclu.org

From: Chapters

Sent: Monday, July 22, 2024 8:49 AM

To: 'pss-comment@srcity.org' <pss-comment@srcity.org>; 'JOkrepkie@srcity.org'
<JOkrepkie@srcity.org>; 'ealvarez@srcity.org' <ealvarez@srcity.org>; 'nrogers@srcity.org'
<nrogers@srcity.org>

Cc: 'citycouncil@srcity.org' <citycouncil@srcity.org>; 'ealvarez@srcity.org' <ealvarez@srcity.org>;
'MStapp@srcity.org' <MStapp@srcity.org>; 'dmacdonald@srcity.org' <dmacdonald@srcity.org>;
'vileming@srcity.org' <vfleming@srcity.org>; 'crogers@srcity.org' <crogers@srcity.org>;
'JOkrepkie@srcity.org' <JOkrepkie@srcity.org>; 'nrogers@srcity.org' <nrogers@srcity.org>;
'jcregan@srcity.org' <jcregan@srcity.org>; 'info@sonomaaclu.org' <info@sonomaaclu.org>
Subject: ACLU NorCal - Sonoma County Comment re: Item 6.2, Real Time Crime Center, Public Safety
Subcommittee meeting on July 23, 2024

Dear Santa Rosa Public Safety Subcommittee:

Attached, please find public comment from the Sonoma County Chapter of the ACLU of
Northern California on agenda item 6.2, “Real Time Crime Center” of the Santa Rosa Public
Safety Subcommittee meeting on July 23, 2024.

Respectfully,
The Sonoma County Chapter of the ACLU of Northern California



Email: info@sonomaaclu.org
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Chapter 8.80
SURVEILLANCE TECHNOLOGY AND COMMUNITY SAFETY ORDINANCE

Sections:
8.80.010  Title.
8.80.015 Purpose and findings.
8.80.020 Definitions.
8.80.030 City Council review mandatory for surveillance technology decisions.
8.80.040 Temporary acquisition during exigent circumstances.
8.80.050 Surveillance impact report and surveillance use policy submission.
8.80.060 Standard for approval and compliance for existing surveillance technology.
8.80.065 Oversight following Council approval.
8.80.070 Prevention of secret surveillance technology contracts and agreements.
8.80.075 Prohibition of certain surveillance technologies.
8.80.080 Whistleblower protections and enforcement.
8.80.090 Severability.

8.80.010 Title.

This chapter shall be known as the “Surveillance Technology and Community Safety Ordinance.” (Ord. 1145, 2022)

8.80.015 Purpose and findings.

Biometric surveillance and predictive policing technologies have the potential to grant government entities the
unprecedented power to secretly identify, monitor, and locate people simply going about their daily lives,
threatening Californians’ privacy, liberty, safety and freedom as guaranteed by the California Constitution.

While surveillance technology may threaten the privacy of all of us, throughout history, surveillance efforts have
been used to intimidate and oppress certain communities and groups more than others, including those that are
defined by a common race, ethnicity, religion, national origin, income level, sexual orientation, or political
perspective.

The use of biometric surveillance systems and predictive policing technology to watch, categorize, monitor and
record the activities and movements of all Californians disproportionately impacts people of color, women,
immigrants, LGBTQ people, and political activists of all backgrounds. Bias, accuracy issues, and stereotypes built
into biometric surveillance systems and predictive policing technology have been shown to be flawed thus raising
the potential for significant harm and injury to the groups previously mentioned.
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No decisions relating to surveillance technology should occur without strong consideration being given to the
impact such technologies may have on civil rights and civil liberties, including those rights guaranteed by the First,
Fourth, and Fourteenth Amendments to the United States Constitution, as well as Sections 1, 2, and 13 of Article |

of the California Constitution.

Due to the potential for abuse and misuse, it is imperative and as a matter of best practices that legally
enforceable safeguards, including robust transparency, oversight, and accountability measures, must be in place
to protect civil rights and civil liberties before any surveillance technology is deployed.

Whenever a surveillance technology is approved for use in the City of Sebastopol, data reporting measures must
be adopted that empower the City Council and public to verify that mandated civil rights and civil liberties
safeguards have been strictly adhered to.

The Sebastopol City Council finds that the public has a right to know about any funding, acquisition, or use of
surveillance technologies within the City of Sebastopol. This chapter codifies and guarantees that the acquisition
and use of these technologies are subject to rigorous review, public debate, oversight and annual reporting by any
City department utilizing these technologies.

This chapter bans the use of certain technologies within the City of Sebastopol absent clearly defined exigent
circumstances that would expose our citizens to a major risk to the public safety. Should the technologies be
required to be implemented during a public safety emergency, the chapter provides for both limited use and
duration with mandated public reporting requirements and significant levels of review regarding their use or any
continued use. (Ord. 1145, 2022)

8.80.020 Definitions.

For purposes of this chapter, the following words, terms and phrases shall have these definitions:

“Annual surveillance report” means an annual written report concerning each of the specific surveillance
technologies used by the City. The annual surveillance report will include all of the following:

1. Ageneral description of how the surveillance technology was used;

2. Ageneral description of whether and how often data acquired through the use of the surveillance
technology item was shared with outside entities, the name of any recipient entity, the type(s) of data
disclosed, under what legal standard(s) the information was disclosed, and the justification for the
disclosure(s);

3. Asummary of community complaints or concerns about each surveillance technology item;

4. The results of any internal audits required by the surveillance use policy, any information about
violations of the surveillance use policy, and a general description of any actions taken in response;
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5. Information, including crime statistics, that helps the City Council assess whether the surveillance
technologies used by the City have been effective at achieving their identified purposes;

6. Statistics and information about any related Public Records Act requests;

7. Total annual costs for the surveillance technologies, including personnel and other ongoing costs, and
what source of funding will fund the technologies in the coming year;

8. Anyrequested modifications to the surveillance use policy and a detailed basis for the request;

9. Where applicable, a general breakdown of what physical objects each surveillance technology hardware
was installed upon, using general descriptive terms; and for each surveillance technology software, a general
breakdown of what data sources the surveillance technology was applied to;

10. The summary of all requests for City Council approval for the use of any surveillance technology item,
including whether the City Council approved or rejected the proposal and/or required changes to a proposed
surveillance use policy before approval;

11.  The annual surveillance report will not contain the specific records that a surveillance technology item
collects, stores, exchanges, or analyzes and/or information protected, restricted and/or sealed pursuant to
State and/or Federal laws, including information not required to be released by the Public Records Act.

“Biometric surveillance technology” means any computer software that uses face recognition technology or other
remote biometric recognition in real time or on a recording or photograph.

“City"” means the City of Sebastopol, and “City Department” means any City department and its officers and
employees.

“Face recognition technology” or “FRT” means an automated or semiautomated process that:
1. Assists in identifying or verifying an individual based on an individual's face; or

2. Identifies or logs characteristics of an individual's face, head, or body to infer emotion, associations,
expressions, or the location of an individual.

“Other remote biometric recognition” means:

1. Anautomated or semiautomated process that assists in identifying an individual, capturing information
about an individual, or otherwise generating or assisting in generating information about an individual based
on physiological, biological, or behavioral characteristics ascertained from a distance;

2. Uses voice recognition technology; or

3. Identifies or logs such characteristics to infer emotion, associations, activities, or the location of an
individual; and does not include identification based on fingerprints or palm prints that have been manually
obtained during the course of a criminal investigation or detention.
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“Personal communication device” means a cellular telephone that has not been modified beyond stock
manufacturer capabilities, a personal digital assistant, a wireless-capable tablet or similar wireless two-way
communications and/or portable internet-accessing devices, whether procured or subsidized by a City entity or
personally owned, that is used in the regular course of conducting City business.

“Predictive policing technology” means computer algorithms that use preexisting data to forecast or predict places
or times that have a high risk of crime, or individuals or groups who are likely to be connected to a crime. This
definition does not include computer algorithms used solely to visualize, chart, or map past criminal activity (e.g.,
heat maps).

“Surveillance impact report” means a written report including at a minimum the following:

1. Information describing the surveillance technology and how it works, including product descriptions
from manufacturers;

2. Information on the proposed purpose(s) for the surveillance technology;
3. If applicable, the location(s) it may be deployed and crime statistics for any location(s);

4. The fiscal costs for the surveillance technology, including initial purchase, personnel and other ongoing
costs, and any current or potential sources of funding;

5. An assessment identifying with specificity any potential adverse impacts the surveillance technology, if
deployed, might have on civil liberties and civil rights; and what specific, affirmative measures will be
implemented to safeguard the public from those potential adverse impacts;

6. Whether use or maintenance of the technology will require data gathered by the technology to be
handled or stored by a third-party vendor on an ongoing basis; and

7. Asummary of the experience, if any, other governmental entities have had with the proposed
technology, including information about the effectiveness, and any known adverse information about the
technology such as unanticipated costs, failures, civil rights, or civil liberties abuses.

“Surveillance technology” means any software, electronic device, system utilizing an electronic device, or similar,
used, designed, or primarily intended to collect, retain, process, or share audio, electronic, visual, location,
thermal, biometric, olfactory or similar information specifically associated with, or capable of being associated
with, any individual or group. “Surveillance technology” includes but is not limited to:

—_

International mobile subscriber identity (IMSI) catchers and other cell site simulators;
2. Automatic license plate readers;

3. Electric toll readers;

4. Closed-circuit television cameras;

5. Gunshot detection hardware and services;
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6. Video and audio monitoring and/or recording technology, such as surveillance cameras, wide-angle
cameras, and wearable body cameras;

7. Mobile DNA capture technology;

8. Biometric surveillance technology, including facial, voice, iris, and gait-recognition software and
databases;

9. Software designed to monitor social media services;

10. X-rayvans;

11. Software designed to forecast criminal activity or criminality;
12. Radio-frequency ID (RFID) scanners;

13. Tools, including software and hardware, used to gain unauthorized access to a computer, computer
service, or computer network.

“Surveillance technology” does not include the following devices, hardware or software:

1. Office hardware, such as televisions, computers, credit card machines, copy machines, telephones, and
printers, that are in widespread use by City departments and used for routine City business and transactions;

2. City databases and enterprise systems that contain information kept in the ordinary course of City
business, including, but not limited to, human resources, permits, licenses, and business records;

3. City databases and enterprise systems that do not contain any data or other information collected,
captured, recorded, retained, processed, intercepted, or analyzed by surveillance technology, including
payroll, accounting, or other fiscal databases;

4. Information technology security systems, including firewalls and other cybersecurity systems;

5. Physical access control systems, employee identification management systems, and other physical
control systems;

6. Infrastructure and mechanical control systems, including those that control or manage street lights,
traffic lights, electrical, natural gas, or water or sewer functions;

7. Manually operated technological devices used primarily for internal City and department
communications and are not designed to surreptitiously collect surveillance data, such as radios, personal
communication devices, and email systems;

8. Manually operated, nonwearable, handheld cameras, audio recorders and video recorders that are not
designed to be used surreptitiously and whose functionality is limited to manually capturing and manually
downloading video and/or audio recordings;
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9. Surveillance devices that cannot record or transmit audio or video or be remotely accessed, such as
image stabilizing binoculars or night vision equipment;

10. Computers, software, hardware, or devices used in monitoring the work and work-related activities
involving City employees, contractors and volunteers or used in conducting internal investigations involving
City employees, contractors and volunteers;

11. Parking ticket devices;
12. Police department interview room and holding cell;

13. Police department computer-aided dispatch (CAD), records/case management, Live Scan, booking,
Department of Motor Vehicles, California Law Enforcement Telecommunications Systems (CLETS), 9-1-1, and
related dispatch and operation or emergency services systems;

14. Police department early warning systems.

“Surveillance use policy” means a publicly released, legally enforceable written policy governing the City
department’s use of a specific surveillance technology that, at a minimum, includes all of the following:

1. Purpose. The specific purpose(s) that the surveillance technology item is intended to advance.

2. Authorized Use. The uses that are authorized, and the rules and processes required prior to such use and
uses of the surveillance technology that will be expressly prohibited.

3. Data Collection. What types of surveillance data will be collected, captured, recorded, intercepted, or
retained by the surveillance technology, what types of data may be inadvertently collected during the
authorized uses of the surveillance technology, and what measures will be taken to minimize and delete such
data.

4. Data Access. The category of individuals who can access or use the collected information, how and under
what circumstances data collected with surveillance technology can be analyzed and reviewed, and the rules
and processes required prior to access or use of the information.

5. Data Protection. The general safeguards that protect information from unauthorized access, including
encryption and access control mechanisms.

6. Data Retention. The limited time period, if any, that information collected by the surveillance technology
will be routinely retained, the reason such retention period is appropriate to further the purpose(s)
enumerated in the surveillance use policy, the process by which the information is regularly deleted after that
period lapses, and the specific conditions that must be met to retain information beyond that period.

7. Public Access. How collected information can be accessed or used by members of the public, including
criminal defendants.

8.  Third-Party Data Sharing. Which governmental agencies, departments, bureaus, divisions, or units may
receive data collected by the surveillance technology operated by the City department, including any required
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justification or legal standard necessary to share that data, and how it will ensure that any entity sharing or
receiving such data complies with the surveillance use policy.

9. Training. The training required for any individual authorized to use the surveillance technology or to
access information collected by the surveillance technology.

10. Auditing and Oversight. The mechanisms to ensure that the surveillance use policy is followed, including
internal personnel assigned to ensure compliance with the policy, internal record-keeping of the use of the
technology or access the information collected by the technology, technical measures to monitor for misuse,
any independent person or entity with oversight authority, and the legally enforceable sanctions for violations
of the policy.

11.  Complaints. What procedures will be put in place by which members of the public can register
complaints or concerns, or submit questions about the deployment or use of a specific surveillance
technology, and how the municipal entity will ensure each question and complaint is responded to in a timely
manner. (Amended as part of January 2023 update; Ord. 1145, 2022)

8.80.030 City Council review mandatory for surveillance technology
decisions.

A City department must obtain City Council approval by ordinance of a surveillance use policy following a public
hearing conducted at a regular City Council meeting, prior to engaging in any of the following:

A. Seeking funds for a surveillance technology, including, but not limited to, applying for a grant or soliciting or
accepting State or Federal funds or in-kind or other donations for the purpose of acquiring surveillance
technology;

B. Acquiring or borrowing a new surveillance technology, including, but not limited to, acquiring such technology
without the exchange of monies or consideration;

C. Using a new or existing surveillance technology for a purpose, in a manner or in a location not previously
approved by the City Council in accordance with this chapter; or

D. Enteringinto an agreement, including a written or oral agreement, with a non-City entity to acquire, share or
otherwise use surveillance technology or the information it provides, including data-sharing agreements. (Ord.
1145, 2022)

8.80.040 Temporary acquisition during exigent circumstances.

A.  Adepartment may temporarily acquire or temporarily use surveillance technology in exigent circumstances
without following the provisions of this chapter. Nothing in this section or chapter shall preclude law enforcement
from utilizing these technologies or utilizing mutual aid from a law enforcement partner who may opt to utilize
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these technologies during exigent circumstances, which for the purposes of this chapter is defined as an
emergency involving imminent danger of death or serious physical injury to any person that requires the
immediate use of surveillance technology or the information it provides. Any surveillance technology temporarily
acquired in exigent circumstances shall be returned within seven days following the conclusion of the exigent
circumstances, unless the department acquires the surveillance technology in accordance with the requirements
of this chapter.

B. If a department acquires or uses surveillance technology for exigent circumstances, the department shall do
all of the following:

1. Use the surveillance technology solely to respond to the exigent circumstances;

2. Cease using the surveillance technology within seven days, or when the exigent circumstances end,
whichever is sooner;

3. Keep and maintain only data related to the exigent circumstances, and dispose of any data that is not
relevant to an ongoing investigation, unless its retention is (a) authorized by a court based on a finding of
probable cause to believe the information constitutes evidence of a crime; or (b) otherwise required by law;

4. Not disclose to any third party any information acquired during exigent circumstances unless such
disclosure is (a) authorized by a court based on a finding of probable cause to believe the information
constitutes evidence of a crime; or (b) otherwise required by law; and

5. Submit a written report summarizing that acquisition and/or use of surveillance technology under this
section to the City Council within 60 days following the inception of the exigent circumstances. (Ord. 1145,
2022)

8.80.050 Surveillance impact report and surveillance use policy submission.

A. The City department seeking approval under SMC 8.80.030 shall submit to the City Council a surveillance
impact report and a proposed surveillance use policy via an informational staff report on a regular City Council
meeting consent calendar at least 45 days prior to the public hearing required under SMC 8.80.030. The
informational staff report shall be posted on the City website with the relevant City Council agenda at least 30 days
prior to the public hearing.

B. The City Council may request revisions to the surveillance impact report or surveillance use policy submitted
by the City department. (Ord. 1145, 2022)
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8.80.060 Standard for approval and compliance for existing surveillance
technology.

A. The City Council shall only approve a request to fund, acquire, or use a surveillance technology under SMC
8.80.030 if it determines the benefits of the proposed surveillance technology outweigh its costs, that the
surveillance use policy will safeguard civil liberties and civil rights, that no alternative with lesser economic cost or
impact on civil rights or liberties would be as effective, and that the uses and deployments of the surveillance
technology will not be based upon discriminatory or viewpoint-based factors or have a disparate impact on any
community or group.

B. A City department or departments possessing or using surveillance technology prior to the effective date of
the ordinance codified in this chapter shall submit or jointly submit a proposed surveillance use policy no later
than 120 days following the effective date of the ordinance codified in this chapter for review and approval by the
City Council pursuant to SMC 8.80.030.

C. If a City department is unable to meet this 120-day timeline, the department may notify the Council in writing
of the department’s request to extend this period and the reasons for that request. The City Council may grant
City departments extensions of up to 90 days beyond the 120-day timeline to prepare and submit a proposed
surveillance use policy.

D. If the City Council has not approved the continuing use of surveillance technology, including the surveillance
impact report and surveillance use policy, within 180 days of their submission to the City Council, the City
department shall cease its use of the surveillance technology and the sharing of surveillance data therefrom until
such time as City Council approval is obtained in accordance with this chapter. (Ord. 1145, 2022)

8.80.065 Oversight following Council approval.

A.  ACity department that obtains approval under SMC 8.80.030 must submit to the City Council, and make
available on its website, an annual surveillance report for each surveillance technology used by the City
department within 12 months of Council approval, and annually thereafter on or before November 1st. The
annual report shall be a single report detailing each type of technology that was utilized by the City. If the City
department is unable to meet the deadline, the department head shall notify the City Council in writing of staff's
request to extend this period, and the reasons for that request. The City Council may grant reasonable extensions
for good cause.

B. Based upon information in the annual surveillance report, the City Council will, at a public hearing during a
regular City Council meeting, reassess whether that surveillance technology as used continues to meet the
standard of approval set forth in SMC 8.80.060. If it does not, the City Council shall consider:

1. Directing that the use of the surveillance technology cease;
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2. Requiring modifications to the surveillance use policy that are designed to address the Council’s
concerns; and/or

3. Directing a report back from the department regarding steps taken to address the Council's concerns.
(Ord. 1145, 2022)

8.80.070 Prevention of secret surveillance technology contracts and
agreements.

A. It shall be unlawful for the City or any City department to enter into any surveillance-related contract or other
agreement that conflicts with the provisions of this chapter, and any conflicting provisions in such future contracts
or agreements, including, but not limited to, nondisclosure agreements, shall be deemed void and legally
unenforceable. The City and any City department shall have one year from the effective date of the ordinance
codified in this chapter to bring any existing contracts or agreements into compliance with this chapter; after that
date, any conflicting provisions in contracts or agreements signed prior to the enactment of the ordinance codified
in this chapter shall be deemed void and legally unenforceable to the extent permitted by law. This section shall
not apply to collective bargaining agreements and related memorandums of agreement or understanding that
predate this chapter.

B. To the extent permitted by law, the City shall publicly disclose all of its surveillance-related contracts,
including any and all related nondisclosure agreements, if any, regardless of any contract terms to the contrary.
(Ord. 1145, 2022)

8.80.075 Prohibition of certain surveillance technologies.

A. It shall be unlawful for any City department to obtain, retain, access, or use:
1. Biometric surveillance technology; or
2. Predictive policing technology; or
3. Facial recognition technology; or
4. Any information obtained from biometric surveillance or predictive policing technologies.

B. ACity department’s inadvertent or unintentional receipt, retention, access to, or use of any information
obtained from subsections (A)(1) through (A)(4) of this section shall not be a violation of this subsection; provided,
that:

1. The City department does not request or solicit its receipt, access to, or use of such information; and
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2. The City department creates a log of such receipt, access to, or use and, within seven days of the event,
submits that log to the City Council for inclusion in the City Council's subsequent regular meeting agenda.

C. Anyviolation of this chapter constitutes an injury and any person may institute proceedings for injunctive
relief, declaratory relief, or writ of mandate in any court of competent jurisdiction to enforce this chapter. An
action instituted under this subsection shall be brought against the City of Sebastopol.

D. No data collected or derived from any use of technology in violation of this chapter, and no evidence derived
therefrom, may be received in evidence in any trial, hearing, or other proceeding in or before any court, grand
jury, department, officer, agency, regulatory body, legislative committee, or other authority subject to the
jurisdiction of the State of California. Data collected or derived in violation of this chapter shall be considered
unlawfully obtained, and shall be deleted upon discovery.

E. A courtshall award costs to the prevailing plaintiff in any action brought to enforce this chapter and any
reasonable attorney's fees as may be awarded pursuant to State law. (Ord. 1145, 2022)

8.80.080 Whistleblower protections and enforcement.

A. Neither the City nor anyone acting on behalf of the City may take or fail to take, or threaten to take or fail to
take, a personnel action with respect to any employee or applicant for employment, including but not limited to
discriminating with respect to compensation, terms and conditions of employment, access to information,
restrictions on due process rights, or civil or criminal liability, because:

1. The employee or applicant was perceived to, about to, or assisted in any lawful disclosure of information
concerning the funding, acquisition, or use of a surveillance technology or surveillance data based upon a
good faith belief that the disclosure evidenced a violation of this chapter; or

2. The employee or applicant was perceived to, about to, or assisted or participated in any proceeding or
action to carry out the purposes of this chapter.

B. It shall be grounds for disciplinary action for a City employee or anyone else acting on behalf of the City to
retaliate against another City employee or applicant who makes a good-faith complaint that there has been a
failure to comply with any surveillance use policy or administrative instruction promulgated under this chapter.

C. Any employee or applicant who is injured by a violation of this section may institute a proceeding for
monetary damages and injunctive relief against the City in any court of competent jurisdiction.

D. Enforcement.

1. Any violation of this chapter constitutes an injury and any person may institute proceedings for
injunctive relief, declaratory relief, or writ of mandate in any court of competent jurisdiction to enforce this
chapter. An action instituted under this subsection shall be brought against the City of Sebastopol, and if
necessary to effectuate compliance with this chapter or a surveillance use policy (including to expunge
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information unlawfully collected, retained, or shared thereunder), any third party, except a City employee,
with possession, custody, or control of data subject to this chapter.

2. Prior to the initiation of any legal proceeding under subsection (D)(1) of this section, the City of

Sebastopol shall be given written notice of the violation(s) and an opportunity to correct such alleged
violation(s) within 30 days of receipt of the notice.

3. Ifthe alleged violation is substantiated and subsequently cured, a notice shall be posted in a
conspicuous space on the City's website that generally describes the corrective measure(s) taken to address
the violation(s).

E. A courtshall award costs to the prevailing plaintiff in any action brought to enforce this chapter and any
reasonable attorney's fees as may be awarded pursuant to State law.

F.  Nothing in this chapter is intended to, or shall be interpreted to, conflict with the Constitution of the United
States, the Constitution of the State of California, or with any State or Federal law. (Ord. 1145, 2022)

8.80.090 Severability.

A. The provisions of this chapter are declared to be separate and severable. The invalidity of any clause, phrase,
sentence, paragraph, subdivision, section or portion of this chapter, or the invalidity of the application thereof to
any person or circumstance, shall not affect the validity of the remainder of this chapter, or the validity of its
application to other persons or circumstances.

B. The City Council hereby declares that it would have passed this chapter and each and every section,
subsection, sentence, clause, phrase, and word not declared invalid or unconstitutional without regard to whether
any other portion of this chapter or application thereof would be subsequently declared invalid or
unconstitutional.

C. The City Clerk shall certify to the adoption of the ordinance codified in this chapter and shall cause the same
or a summary thereof to be published as required by law.

D. The ordinance codified in this chapter shall take effect and be in full force and effect 30 days from and after
the date of its final passage and adoption. (Ord. 1145, 2022)

The Sebastopol Municipal Code is current through Ordinance 1149, passed October 3, 2023.
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The Sebastopol Municipal Code is current through Ordinance 1149, passed October 3, 2023.

Disclaimer: The City Clerk’s Office has the official version of the Sebastopol Municipal Code. Users should contact
the City Clerk’s Office for ordinances passed subsequent to the ordinance cited above.

City Website: www.ci.sebastopol.ca.us

Hosted by General Code.

The Sebastopol Municipal Code is current through Ordinance 1149, passed October 3, 2023.
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ING THROUGH
' SURVEILLANCE

Surveillance is not safety. Yet, too often, police and other government agencies
deploy invasive surveillance — from license plate readers and cell phone
trackers to face surveillance and drones — without policymakers asking

the right questions to understand the dangers of these systems. Whenever
surveillance might be at issue, there should be a robust public conversation
about non-surveillance alternatives, careful consideration of the long-term
costs of surveillance and its impact on people’s lives, and a clear understanding
that surveillance systems often fail to live up to their promise. If these issues
aren't raised, community members pay the price.

1 The evidence is clear that while surveillance has increased exponentially, public safety has not. On
the contrary, surveillance systems often make people less safe, especially for groups that have
historically been in the government'’s crosshairs. Modern surveillance technology makes it possible
for the government to track who we are, where we go, what we do, and who we know. It fuels high-
tech profiling and perpetuates systems of biased policing. It facilitates deportations, chills speech,
and imperils the rights of activists, religious minorities, and people who need reproductive and
gender-affirming care.

Policymakers who care about racial justice, immigrants' rights, reproductive justice, LGBTQ rights,
privacy and free speech, and civil rights must pay attention to how surveillance may affect different
members of their community. You have a responsibility to not allow surveillance systems that invite
harm and create more problems than they solve.

- The community, not the police, must be the leader in any decision about the acquisition or use

of surveillance technology. Those who may be most impacted need to know when and why
surveillance is being considered, what it is intended to do, and what it will cost them — both in
dollars, and in their rights. And they need to be empowered to limit or reject surveillance if the costs
outweigh the benefits.

We released the first edition of this guide and its model surveillance oversight legislation in 2014.
Since then, many communities in California and across the country have used this guide to enact
laws that bring independent oversight to surveillance technology and ban dangerous systems such
as facial recognition.

% This guide revisits the lessons learned about the real impacts and failures of surveillance and
provides a framework for scrutinizing and understanding surveillance proposals. Its checklist walks
policymakers and community members through essential questions to ask and answer — including
whether the surveillance system should be used at all. Throughout, case studies highlight lessons to
remember and missteps to avoid.

We hope this document, along with additional resources available at
www.aclunc.org/SeeThroughTheHype, will serve as a helpful guide for making informed
decisions and focusing on real public safety in your community.
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ARTIFICIAL INTELLIGENCE (AI):
Algorithms and software models that are trained on
large datasets and are often fine-tuned by humans. Al
may be incorporated into other software and systems
and deployed in a variety of contexts to attempt to
predict outcomes or to automate decision making.

Al may also be incorporated into other surveillance
systems. When developed or used in ways that do
not adequately consider existing inequities, built-

in algorithmic bias can perpetuate and potentially
exacerbate discrimination.

AUTOMATED LICENSE PLATE READERS
(ALPR) : Camera and software-based systems,
either stationary or mounted on police cars, that scan
license plates that come into view. They record the
time and place of every single vehicle that they capture,
compiling a log of people’s routines and movements.
Many ALPR software systems allow customer agencies
to share driver information with the click of a button.

BODY CAMERAS : Small cameras worn by police
that record audio and video. The cameras can capture
anything from public interactions with police to sounds
and images at rallies. Some body cameras are always
on; others are controlled by the wearer. Introduced as
a tool of police accountability, but easily exploited for
surveillance of the public.

DATA BROKERS AND DATA MINING:
Companies known as “data brokers” frequently offer
sensitive information about people for sale and may be
obtained without the knowledge of users from devices,
apps, and other sources. These companies may claim
the capability to sift through this information to discover
statistical patterns, trends, and other information about
individuals or groups.

DRONES : Unmanned aerial vehicles that may carry
cameras, microphones, or other sensors or devices.
Drones range from small “quadcopters” that can
maneuver near ground level to high-altitude planes
with extremely powerful cameras. Drones are cheaper
and often quieter than traditional aircraft, making it
possible to deploy them frequently for surreptitious
surveillance.

FACIAL RECOGNITION : Software thatidentifies
or tracks a person or group of persons in photos or
videos based on various facial characteristics. May also
include analytics software purporting to determine a
person’s emotional state. Facial recognition products
may be built upon "matching databases” of mugshots,
driver’s license photos, or photos scraped from the
internet. Facial recognition has been widely criticized

for significant threats to civil liberties and civil rights and
accuracy issues.

INTERNATIONAL MOBILE SUBSCRIBER
IDENTIY (“IMSI”) CATCHERS:

Surveillance device that emulates a cell phone tower

in order to interact with nearby cell phones and often
operates in a dragnet matter, scooping up information
about every phone in range. IMSI catchers, commonly
known as Stingrays (the brand name of one such device),
identify nearby cell phones and can also be configured
to intercept and capture the contents of communications
including calls, text messages, or internet activity.

LOCATION TRACKING : Arange of surveillance
techniques used to remotely track a person’s location.
This includes devices that often contain GPS technology,
ranging from modern cell phones to trackers that can

be attached to a car. Electronic communications devices,
including phones, can also be tracked by identifying

cell towers or wireless networks the device uses. These
devices often obtain and record location every few
seconds and with pinpoint accuracy:.

SOCIAL MEDIA MONITORING: The
monitoring of people and activity on social networks
using either manual or software-assisted techniques. This
may take multiple forms, including manual monitoring

via undercover accounts or using software products that
collect posts, analyze personal relationships and political
views, and organize the information so its searchable or
readable in dossier form.

VIDEO SURVEILLANCE : Camera systems that
allow remote observation or recording of activity in
public spaces. Video feeds may be actively monitored
or passively recorded. Studies have repeatedly shown
cameras are costly and of limited use in deterring
criminal activity or solving serious crime.

SEEING THROUGH SURVEILLANCE: Why Policymakers Should Look Past the Hype =+« 1



O ASK AND ANSWER FOR
ANY EXISTING OR PROPOSED
SURVEILLANCE

IS THE ENTIRE COMMUNITY ENGAGED IN EVALUATING PUBLIC

CONCERNS AND NEEDS?

[]

[]
[]

Have you initiated a process to engage community members in evaluating public concerns and
needs, potential interventions, and costs? Have you made sure the diversity of the community is fully
represented in these discussions?

What specific problem does your community want to address?

Have you conducted an evidence-based inquiry and identified the most effective interventions to
address this specific problem?

What interventions are supported by diverse members of the community?

DO YOU KNOW ALL OF THE COSTS AND RISKS OF SURVEILLANCE?
[]

[l

[l

[l

What impact can surveillance have on privacy, free speech, and the rights and safety of community
members?

Who is most likely to be harmed by surveillance? How could surveillance undermine commitments
to support racial justice, immigrants' rights, LGBTQ rights, reproductive access, and other community
goals?

What are the financial costs of surveillance, including initial costs, long-term training, operation and
maintenance, increased incarceration, and potential liability risks?

Have you completed a full surveillance impact assessment to identify costs and risks?

DO YOU HAVE ALL THE INFORMATION YOU NEED,INCLUDING
ALTERNATIVES TO SURVEILLANCE?

O od o o O

What surveillance systems already exist in your community? Who is operating those systems or
proposing new surveillance?

How have you convened the entire community to discuss and critique existing or proposed surveillance?
Have you made sure diverse people in the community are involved in these discussions?

Has the agency proposing or using surveillance provided all available information about the surveillance
system before the public debate begins?

What evidence is there that surveillance will be effective in addressing community concerns and needs?

What alternatives to surveillance would be more effective, less expensive, or have less impact on the
rights of community members?

How do you ensure agencies cannot deploy or use surveillance in the absence of community approval?

ACLU OF NORTHERN CALIFORNIA ¢ ONLINE AT ACLUNC.ORG/SEETHROUGHTHEHYPE
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Police departments often pitch surveillance technology as a

guaranteed way to improve public safety. However, the reality is

that all too often, the opposite is true. Surveillance often does not

prevent crime or improve public safety; instead, it exposes people

and city governments to a whole new set of dangers and risks.

Many discussions about surveillance ignore not only the financial
costs of the technology but also how it impacts people’s lives,
infringes on civil rights, and can actually make people less safe.
Time and time again, surveillance systems end up compounding
biases in our policing and prison systems, with Black and Brown
people most affected.
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Surveillance can also jeopardize the safety and freedom of
immigrant community members at risk of deportation, LGBTQ
people seeking community and care, and poor and unhoused
community members criminalized for their economic status. It can
also undermine the safety of people exercising First Amendment
rights, such as activists who rightly fear retaliation or people
seeking to practice their faith.

It is critical to take deliberate steps to scrutinize surveillance
proposals using an open, public process designed to identify and
assess all the harms and costs of surveillance. This begins with
understanding how surveillance impacts real people.
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SURVEILLANCE SYSTEMS FUEL RACIAL INJUSTICE

In a nation where police interactions with the public all too
frequently turn dangerous, surveillance systems can exacerbate
and magnify these problems, increasing the risk of unnecessary
government scrutiny, in-person encounters, and violence. Again
and again, police have used surveillance systems to create
inaccurate and discriminatory watchlists, engage in discriminatory
stops and searches, and upend people’s lives.

Surveillance technologies amplify the over-policing of Black and
Brown communities.

- In Oakland, the police department has disproportionately used
automated license plate readers (ALPR) in African American,
Latino, and lower-income neighborhoods. Analyzing raw
data on how Oakland police had operated ALPR systems,
researchers concluded, "If you are driving through or parking
your car in a neighborhood with a higher density of white
families, you are less likely to be picked up by ALPR cameras.’
Additionally, the locations where Oakland used ALPR didn't

“correlate very well with crime,’ and the ALPR was “clearly not
being used to deter automobile-related crimes.

- In Los Angeles, the police department used “predictive policing”
surveillance software to decide where to send officers, as well
as which areas and individuals to target. The results were highly
discriminatory. Under the direction of the predictive policing
program, the LAPD sent helicopters — which they dubbed

“ghetto birds" — to fly over some neighborhoods 80 to 90 times
per week.® Over a six-month period, six Black and Latino men
were shot by police in areas the police had targeted under this
program.® All the while, police mocked the system's lack of
effectiveness, comparing it to a Ouija board and calling it “a civil
liberties nightmare.” In fact, 85% of all people flagged by the
LAPD's predictive policing program were Black or Latinx, and
similar patterns repeated in departments across the country.®

“It is an affront
to our movement
for equity and
justice that the
SFPD responded by
secretly spying on
us. We have the
right to organize,
speak out, and
march without
fear of police
surveillance.”

— Hope Williams, ACLU of Northern
California client and plaintiff in
Williams v. San Francisco, speaking
about the SFPD's surveillance

of Black Lives Matter protests in
summer 2020’
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“Predictive policing software uses data from the criminal
legal system, which means that this data is a reflection of
who has been historically policed and arrested — it’s not
a reflection of crime. So for Black and Brown communities,
predictive policing software is nothing new, but rather a
continuation of age-old discriminatory policing.”

— Myaisha Hayes, Campaign Strategies Director, Medialustice?

Predictive Policing’s
Racist Feedback Loop

1| RACIALLY
BIASED DATA 1 Law enforcement uploads Once trained, the
policing data to “train” the algorithm generates
4‘CREATES algo ithm. This data is predictions that
infused with bias — a profile whole groups
MORE h storical record of selective of people or areas as
R Ac I A LLY enforcement and racially suspicious. Since the
discriminatory policies like data is so biased, race
BIASED the War on Drugs, Stop & is used as a strong
D ATA Frisk, and racial profiling. determining factor.
Law enforcement This will resultin ~ #~3 The data is then fed
starts using targeting and W/ backinto the
these biased over-policing of algorithm, implying
predictions to low-income that it was right,
allocate communities of thereby making its
resources and color, and the future predictions
make policing collection of even more racially
decisions. more biased data. biased.

< In New York, the neighborhoods with
the heaviest levels of face surveillance
infrastructure are the same areas that have

“The pervasive use of facial
recognition technology is
effectively a digital stop-
and-frisk.”

been historically targeted with discriminatory
stop-and-frisk policies. A 2022 study found
that “the higher the proportion of non-white
residents, the higher the concentration of — Matthew Mahmoudi, Amnesty International®
facial recognition compatible CCTV cameras.”™
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SURVEILLANCE THREATENS

We are living in a time where abortion and gender-affirming
care is being criminalized in some states, and there is a real
threat that surveillance information collected in communities
will be exploited to identify, track, and criminalize people who
travel for care and the Californians who are helping those
people obtain care®

Surveillance systems enable the government to monitor the

details of our personal lives to a level previously unimaginable.

Deploying surveillance systems in your community may fill
databases with information that place people at risk. Even if

you try to limit the sharing of information on your end, once this

information is collected, there is no foolproof way to immunize
it from legal demands brought by out-of-state governments.

Local surveillance systems like video cameras and license plate
readers are now liabilities for communities that are considered
safe havens for abortion rights and that want to ensure people

in their community can safely seek the care they need.

Indeed, people protesting in support of reproductive rights may

also get caught in the net: After the leak of the draft Dobbs
decision, a surveillance company provided the U.S. Marshals
Service with regular alerts detailing pro-abortion protests,
including posts by organizers, participants, and bystanders!

For policymakers with a commitment to abortion rights, it is

essential to take a critical look at surveillance systems and how

they might be deployed against people seeking reproductive
care. These dangers are not entirely new, but the Supreme

Court's decision to eliminate the constitutional right to abortion

in Dobbs and the wave of new restrictions that followed have
raised the stakes.

“Government surveillance
technologies place
progressive values at risk.

— Lilly Irani, Associate Professor, UC San Diego'

REPRODUCTIVE FREEDOM AND JUSTICE

SURVEILLANCE AND
ABORTION RIGHTS

The dangers that surveillance poses
to people seeking reproductive care
are real. Surveillance technology has
been used to target anti-abortion
advertisements at people visiting
abortion clinics,® and data brokers
have been selling location information
of people visiting reproductive

health offices. There has also been
an exponential increase in recent
years of local police demanding to
know the identities of those who
have searched for a particular word
online (also known as keyword
demands), and those whose phones
have been in a particular location at a
particular time (geofence demands).”®
A series of text messages with a
friend about getting an abortion

were used to sentence a woman in
Indiana to thirty years in prison.® In
another case, an online search for the
abortion medication misoprostol was
weaponized as evidence to charge a
Black mother of three with second-
degree murder.” Soon after the Dobbs
decision, a teenager in Nebraska was
sentenced for having an abortion after
prosecutors obtained a record of her
Facebook messages.” Policymakers
must do everything possible to avoid
creating a surveillance infrastructure

that endangers people and their )
reproductive rights. "




. SURVEILLANCE EXPOSES
LGBTQ PEOPLE TO HARM

Government surveillance has played a key role in the historical
police discrimination and profiling of LGBTQ people, particularly
those of color. Surveillance has long been used to out, blackmail,
humiliate, and bully LGBTQ people and to undermine LGBTQ
movements for equality.

The power of modern surveillance poses whole new dangers to
LGBTQ people, especially considering the extreme resurgence of
anti-LGBTQ legislation. In 2023 alone, 496 anti-LGBTQ laws were
introduced across the country. These attacks included legislation
to outlaw gender-affirming healthcare, ban LGBTQ books and
representation in classrooms, weaken nondiscrimination laws, and
prevent trans children from participating in school activities like
sports.®

Within this environment, surveillance is like a spark in a powder
keg. Today's surveillance systems can collect, target, and analyze
the information of LGBTQ community members in ways previously
unimaginable. These systems, even if employed locally for one
reason, can easily be coopted to attack queer youth, trans people,
and the wider LGBTQ community. They also contribute to the
"ongoing and pervasive problem"” of discrimination and harassment

by law enforcement based on sexual orientation and gender identity.%

The flaws inherent in many surveillance systems can also directly
harm LGBTQ people. Facial recognition is notoriously error prone
and often built on unproven science, and yet, some vendors have
attempted to use it to classify people by gender. A 2019 academic
study found that transgender men were wrongly identified as
women up to 38% of the time. Additionally, those who identified as
agender, genderqueer or nonbinary — indicating that they identify as
neither male or female — were mischaracterized 100% of the time.?

These errors can be particularly dangerous, given the frequency of

police violence against transgender people. A national study found

that transgender people who have to interact with police are nearly
four times as likely to experience police violence and seven times

more likely to experience physical violence than cisgender people.?

We may see a rise in these dangerous interactions, as officials

in states with anti-trans laws use surveillance systems to collect
information and investigate trans people and identify people who
have received gender-affirming care.®

HISTORICAL
SURVEILLANCE
OF LGBTQ
COMMUNITIES

There is a long history of the
government using surveillance
to target people for their sexual
orientation, gender identity, and
sexual behavior.

Even before computers were
widespread, police spied on
LGBTQ communities and the
establishments where they sought
refuge and support. Harassment
was frequent and systematic, as
police engaged in incessant
undercover activity to identify, out,
and intimidate LGBTQ people.? In
one notorious example, FBI Director
J. Edgar Hoover maintained files
with information on the sexuality
of prominent actors, columnists,
activists, members of Congress,
and even presidents.?

In the 21st century, the NSA used its
post-9/11 surveillance apparatus to
spy on and track the porn-viewing
habits of alleged “radicalizers” in
order to discredit them.® In addition,
police and intelligence agents

have repeatedly been caught using
surveillance databases to track
romantic partners.?’

In recent years, police have

used the emerging surveillance
infrastructure in communities to spy
on LGBTQ people and events. The
San Francisco Police Department
gained access to a network of
street-level video cameras to spy
on people marching in the Pride
Parade.? Elsewhere in California,
schools have monitored social
media and student online activities
to out queer young people and limit
their access to sexual education
resources and information.?
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4. SURVEILLANCE ENDANGERS IMMIGRANT COMMUNITIES

Across the United States, federal immigration agencies have
eagerly exploited local databases rich with information collected
by private data brokers, municipal agencies, and police
departments. This information is fed into a deportation machine
that tears apart immigrant communities.

In the two decades since its creation in 2003, Immigration and
Customs Enforcement (ICE) has devoted its massive resources to
build and fund a vast, interconnected surveillance infrastructure.
Between 2008 and 2021, ICE spent approximately $2.8 billion on
new surveillance technology, data collection, data analysis, and
information-sharing initiatives.*® Shrouded in near-total secrecy
and with minimal oversight, ICE regularly taps into the trove

of personal information collected and stored by state and local
governments.®

The true magnitude of ICE's surveillance dragnet infrastructure
was revealed in a 2022 academic study that shed light on the
agency's capacity to secretly “pull dossiers on nearly anyone,
seemingly at any time," without a warrant??2 The investigation
found that ICE could search through the driver’s license data

of 74% of adults in the United States and ran the driver license
photographs of one-in-three (32%) adults through its facial
recognition system. The report also found that ICE could track the
driving patterns of 70% of adults, and could use gas, electricity,
phone, and internet records to automatically identify people’s new
home addresses.*

In recent years, ICE has further expanded its reach into
communities by exploiting local surveillance systems and
databases to track, identify, and target immigrant community
members for detention and deportation. No local surveillance
system is safe from ICE’s demands.

LICENSE PLATE
SURVEILLANCE
TARGETS IMMIGRANTS
FOR DEPORTATION

In 2019, an ACLU of Northern
California lawsuit revealed that
over 80 local law enforcement
agencies in a dozen states,
including California, had helped
feed a database of more than

a billion license plate reader
records accessible to Immigration
and Customs Enforcement. The
federal government has used
these records to target and locate
immigrants across the United
States.*®

In many communities, the impact
of these license plate readers
was in direct conflict with
commitments by elected leaders
to protect the safety of their
immigrant community members.
For example, in Marin County,
California, at the same time its
board of supervisors passed

a formal resolution to protect
undocumented immigrants,® the
county sheriff was sharing a trove
of driver locations with ICE and
CBP. This failure to understand
the danger posed by license plate
surveillance threatened the safety
of many immigrant community
members and resulted in a
successful lawsuit by residents
under a state privacy law.*®
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“[A]1l1l people have the right to live with
dignity regardless of their immigration status,
and.. have the right to move freely without
having their personal details shared with

the federal government or saved in a database
without their knowledge or permission.”

— Tara Evans, ACLU client in Lagleva v. Doyle (challenge to Marin County sheriff's sharing of
ALPR information with CBP and ICE)*

SURVEILLANCE HARMS RELIGIOUS COMMUNITIES

Government agencies have often weaponized
surveillance systems to spy on, target, and
intimidate people based on their religion.

Once people are caught in a surveillance net,
it's difficult to get out. The government may
wrongly tag someone as suspicious, labels that
are then used to justify further prying into their
private lives, placing them on a watchlist, or
even threatening them if they do not cooperate
with additional surveillance efforts.*®

TARGETING AMERICAN MUSLIMS
WITH SURVEILLANCE

In the years after the 9/11 attacks, the New York
Police Department created a secretive intelligence
wing that infiltrated Muslim neighborhoods with
undercover officers. These officers compiled dossiers
about Muslim Americans going about their daily lives,
monitoring them as they engaged in constitutionally
protected activities in cafes, bookstores, and private
residences, despite no evidence of illegal activity.*
This unconstitutional surveillance harmed New York
City’s Muslim community and led to a multi-year
lawsuit and a settlement barring the NYPD from
conducting investigations based on race, religion,

or ethnicity, among other reforms to prevent
discriminatory and warrantless surveillance.

SEEING THROUGH SURVEILLANCE: Why Policymakers Should Look Past the Hype =+« 9
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. SURVEILLANCE THREATENS FREE SPEECH AND

SUPPRESSES SOCIAL ACTIVISM

\

All too often, police turn surveillance
systems against movements for justice,
targeting those who push for social and
political change. From the FBI's notorious
surveillance of the civil rights movement
to the more recent widespread use of
surveillance systems to spy on and scare
Black Lives Matter protesters, there is a
long and troubled history of surveillance
systems being used to track, control, and
sabotage Black and Brown activists.

\
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“One of the most alarming parts
of [the history of social
movements] has been the ways
that surveillance has been
misused against Black people who
are advocating for justice. It’s
been used to discredit, abuse,
and incarcerate.”

— Ayo Tometi, Black Lives Matter co-founder
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THE SURVEILLANCE THREAT TO
MOVEMENTS FOR JUSTICE

s

If you are committed to racial justice, you need to understand how time and again, surveillance is deployed
against protesters.

- Ayear-long public records investigation by the ACLU of Northern California uncovered how the
California Highway Patrol (CHP) had used aircraft and high-powered cameras to monitor the summer
2020 protests following the murder of George Floyd. In recordings made across the state, CHP fixated
on community members exercising their First Amendment rights — including zooming in closely and
lingering over people speaking at vigils, kneeling, participating in die-ins, making signs, and even
handing out water and dancing.® CHP even recorded a “vigil ... so quiet that the loudest sound was
helicopters overhead."# Activists in another city described how “people got scared off by the police
aggression and helicopters” and worried that the agency might use the footage as “social blackmail” at
a later date.*

- The San Francisco Police Department and the City of San Francisco were sued by three Black Lives
Matter protesters after they activated a private network of surveillance cameras to spy on the peaceful
protests winding through the city during summer 2020. By surveilling, the police took cameras
purportedly intended to help address retail theft and property crime and turned them against people
exercising their First Amendment rights.*

- The Department of Homeland Security monitored the social media accounts of Black Lives Matter
members and collected details about the locations of members and plans for peaceful protests in
Ferguson, Mo., Baltimore, and New York City. Many questioned why DHS was surveilling members of a
peaceful domestic social justice movement.**

- Police across California secretly acquired and tested multiple social media surveillance products,
including software that assigned individuals a “threat level” and encouraged surveillance of labor
unions and hashtags like #BlackLivesMatter, #dontshoot, and #wewantjustice.* This led to nationwide
negative press attention and new policies from Facebook and Twitter prohibiting surveillance of users.”

Surveillance of social activists has lasting negative consequences: People who are afraid they will be
monitored and retaliated against for their speech may hesitate to exercise their core constitutional rights.
Too often, this fear is grounded in reality, as demonstrated by the federal government's use of trumped-up
charges against activists who participated in the 2020 mass demonstrations for Black Lives.*
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7. SURVEILLANCE ENTRENCHES
ECONOMIC INJUSTICE

Surveillance systems have an outsized impact on people
living on the economic margins. Surveillance is frequently
used to inflict excessive economic penalties, often with
traumatizing effects that push people further into the cycle of
poverty. Surveillance is also used to target the unhoused and
enforce laws that make it illegal for people to sleep in vehicles
or to sit, sleep, or eat in public places when they have no
adequate alternatives.®

Imposing invasive surveillance on people struggling
economically takes an emotional, psychological, physical,

and economic toll that can trigger life-changing consequences
long after a person is initially tracked and recorded.®®
Surveilling and policing people based on economic status also
feeds the creation of profiles that may be misused by other
agencies to make consequential decisions, from child custody
to access to benefits.”!

Policymakers committed to treating everyone in their
community with respect and dignity should be very wary of
how surveillance can exacerbate economic injustice and the
criminalization of poverty.

o EENNIDANE Speeding Cameras

Accelerate Racial Disparities in
Ticketing

When Chicago installed speeding camera networks across

the city, proponents claimed it would help increase pedestrian
safety and eliminate racially biased police stops. However, in
reality, the speed cameras actually accelerated racial disparities
in ticketing. People in Black and Latinx neighborhoods were
given tickets at twice the rate of households in white ZIP codes,
and the tens of millions of dollars in penalties exacerbated
economic disparities and proved disastrous for many low-
income households.®? Red-light cameras produced similar
disparities in the cities of Rochester, NY. and Miami, leading
them to end their programs.®

CRIMINALIZATION
OF POVERTY AND
SURVEILLANCE

- A number of cities have

entered into predatory deals
with private ALPR companies,
using their “free” surveillance
systems to collect outstanding
court fines while giving away
residents’ information for

“nearly unlimited commercial
use.’ Under these arrangements,
residents had to pay their
original fine and an additional
25% processing fee (which went
entirely to the private company)
or be arrested.** In one Texas
city, this practice resulted in
1,500 people, the vast majority
of them Black, being put in jail
in a single two-year period —
simply because they could not
afford to pay traffic fines.*®

- Residents in public housing
have been subjected to invasive
face surveillance in Detroit
and New York City. Captured
by cameras that gave police
departments “round-the-clock
video footage,’ residents and
their allies sounded the alarm
bell about how they were being
targeted solely because of their
financial circumstances.5®
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Surveillance not only threatens people's rights and safety, but also wastes resources that could be spent
on evidence-based alternatives. It is costly to deploy, operate, and maintain. It fuels needless arrests and
contributes to the billions spent on incarceration. And when surveillance harms people, it leads to costly
lawsuits and settlements. To calculate the full financial cost of surveillance technology, policymakers

must look beyond the initial sticker price.

1. SURVEILLANCE IS FREQUENTLY INEFFECTIVE AND LEADS
TO LIFE-ALTERING MISTAKES

STATISTICS: VOTERS OPPOSE
INVASIVE SURVEILLANCE,
SUPPORT RESTRICTIONS

A majority of Bay Area voters oppose invasive
surveillance and support restrictions on police
surveillance powers.

75% oppose the government’s collection and
storage of people’s biometric information.

69% oppose live access to cameras at their
homes and businesses.

33% oppose tracking of their social media posts.

Bay Area voters also strongly support community
transparency, oversight, and auditing of police
surveillance powers.

7% of Bay Area voters want mandated audits of
how police use surveillance technology.

74% percent want the community to provide
input before giving police any access to
surveillance technology.

54 % oppose giving police the authority to
decide how and when to use surveillance

without the oversight of elected officials.*”

There is very little evidence that surveillance
improves public safety. Again and again,
communities have adopted surveillance systems
that can end up doing more harm than good.

N IENNVDAA Oakland Spends

$2M on “Hardly Used”
Police Technology

The cash-strapped city of Oakland learned
through experience that surveillance
technology can be an ineffective and expensive
failure. An audit revealed that the city had
squandered almost $2 million on hardly used
technology between 2006 and 2011. The
auditor recommended steps to ensure that any
technology purchased was intended to fulfill
specific objectives and was regularly evaluated
for effectiveness.®® But Oakland's wasteful
pattern continued — in 2023, the City of Oakland
approved a proposal to massively expand driver
surveillance.®®
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