EXHIBIT A

CITY OF SANTA ROSA
PROFESSIONAL SERVICES AGREEMENT
WITH BUFFALO COMPUTER GRAPHICS, INC.
AGREEMENT NUMBER F001777

This "Agreement" is made as of this day of , 2018, by and between the
City of Santa Rosa, a municipal corporation ("City"), and Buffalo Computer Graphics, Inc., a New York
Corporation (“Consultant”).

RECITALS

A. City desires to retain a web based, commercial off-the-shelf Incident Management System
for the management of information and documents related to incidents, exercises, and preplanned
events. '

B. City desires to retain a qualified firm to conduct the services described above in
accordance with the Scope of Services as more particularly set forth in Exhibit A to the Agreement.

C. Consultant represents to City that it is a firm composed of highly trained professionals and
is fully qualified to conduct the services described above and render advice to City in connection with
said services.

D. The parties have negotiated upon the terms pursuant to which Consultant will provide
such services and have reduced such terms to writing.

AGREEMENT
NOW, THEREFORE, City and Consultant agree as follows:
1. SCOPE OF SERVICES

Consultant shall provide to City the services described in Exhibit A ("Scope of Services").
Consultant shall provide these services at the time, place, and in the manner specified in Exhibit A.
Exhibit A is attached hereto for the purpose of defining the manner and scope of services to be provided
by Consultant and is not intended to, and shall not be construed so as to, modify or expand the terms,
conditions or provisions contained in this Agreement. In the event of any conflict between this Agreement
and any terms or conditions of any document prepared or provided by Consultant and made a part of this
Agreement, including without limitation any document relating to the scope of services or payment
therefor, the terms of this Agreement shall control and prevail.

2. COMPENSATION

a. City shall pay Consultant for services rendered pursuant to this Agreement at the
rates, times and in the manner set forth in Exhibit B. Consultant shall submit monthly statements to City
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which shall itemize the services performed as of the date of the statement and set forth a progress report,
including work accomplished during the period, percent of each task completed, and planned effort for
the next period. Invoices shall identify personnel who have worked on the services provided, the number
of hours each worked during the pericd covered by the invoice, the hourly rate for each person, and the
percent of the total project completed, consistent with the rates and amounts shown in Exhibit B.

b. The payments prescribed herein shall constitute all compensation to Consultant
for all costs of services, including, but not limited to, direct costs of labor of employees engaged by
Consultant, travel expenses, telephone charges, copying and reproduction, computer time, and any and
all other costs, expenses and charges of Consultant, its agents and employees. In no event shall City
be obligated to pay late fees or interest, whether or not such requirements are contained in Consuitant’s
invoice.

c. Notwithstanding any other provision in this Agreement to the contrary, the total
maximum compensation to be paid for the satisfactory accomplishment and completion of all services to
be performed hereunder shall in no event exceed the sum of one-hundred sixty-nine thousand, seven-
hundred and ninety-six dollars and seventy-two cents ($169,796.72). The City’s Chief Financial Officer
is authorized to pay all proper claims from Charge Number GL001730-5378/ JL. 02074.

3. DOCUMENTATION; RETENTION OF MATERIALS

a. Consultant shall maintain adequate documentation to substantiate all charges as
required under Section 2 of this Agreement.

b. Consultant shall keep and maintain full and complete documentation and
accounting records concerning all extra or special services performed by it that are compensable by other
than an hourly or flat rate and shall make such documents and records available to authorized
representatives of City for inspection at any reasonable time.

C. Consultant shall maintain the records and any other records related to the
performance of this Agreement and shall allow City access to such records during the performance of
this Agreement and for a period of four (4) years after completion of all services hereunder.

4. INDEMNITY

a. Consultant shall, to the fullest extent permitted by law, indemnify, protect, defend
and hold harmless City, and its employees, officials and agents ("Indemnified Parties") from all claims,
demands, costs or liability (including liability for claims, suits, actions, arbitration proceedings,
administrative proceedings, regulatory proceedings, losses, expenses or costs of any kind, interest,
defense costs, and expert witness fees), that arise out of, pertain to, or relate to the negligence,
recklessness, or willful misconduct of Consultant, its officers, employees, or agents, in said performance
of professional services under this Agreement, excepting only liability arising from the sole negligence,
active negligence or intentional misconduct of City.
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b. The existence or acceptance by City of any of the insurance policies or coverages
described in this Agreement shall not affect or limit any of City’s rights under this Section 4, nor shall the
limits of such insurance limit the liability of Consultant hereunder. This Section 4 shall not apply to any
intellectual property claims, actions, lawsuits or other proceedings subject to the provisions of Section
17(b), below. The provisions of this Secticn 4 shall survive any expiration or termination of this
Agreement.

5. INSURANCE

a. Consultant shall maintain in full force and effect all of the insurance coverage
described in, and in accordance with, Attachment One, "Insurance Requirements." Maintenance of the
insurance coverage set forth in Attachment One is a material element of this Agreement and a material
part of the consideration provided by Consultant in exchange for City’s agreement to make the payments
prescribed hereunder. Failure by Consultant to (i) maintain or renew coverage, (ii) provide City notice of
any changes, modifications, or reductions in coverage, or (iii) provide evidence of renewal, may be treated
by City as a material breach of this Agreement by Consultant, whereupon City shall be entitled tc all rights
and remedies at law or in equity, including but not limited to immediate termination of this Agreement.
Notwithstanding the foregoing, any failure by Consultant to maintain required insurance coverage shall
not excuse or alleviate Consultant from any of its other duties or cbligations under this Agreement. In
the event Consultant, with approval of City pursuant to Section 6 below, retains or utilizes any
subcontractors or subconsultants in the provision of any services to City under this Agreement,
Consultant shall assure that any such subcontractor has first obtained, and shall maintain, all-of the
insurance coverages set forth in the Insurance Requirements in Attachment One.

b. Consultant agrees that any available insurance proceeds broader than or in excess
of the coverages set forth in the Insurance Requirements in Attachment One shall be available to the
additional insureds identified therein.

C. Consultant agrees that the insurance coverages and limits provided under this
Agreement are the greater of: (i) the coverages and limits specified in Attachment One, or (ii) the broader
coverages and maximum limits of coverage of any insurance policy or proceeds available to the name
insureds. : '

6. ASSIGNMENT

Consultant shall not assign any rights or duties under this Agreement to a third party
without the express prior written consent of City, in City’s sole and absolute discretion. Consultant agrees
- that the City shall have the right to approve any and all subcontractors and subconsultants to be used by
Consultant in the performance of this Agreement before Consultant contracts with or otherwise engages
any such subcontracters or subconsultants.

7. NOTICES

Except as otherwise provided in this Agreement, any notice, submittal or communication
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and agreed that Consultant shall issue W-2 or 1099 Forms for income and employment tax purposes, for
all of Consultant’s assigned personnel and subcontractors.

d. The provisions of this Section 8 shall survive any expiration or termination of this
Agreement. Nothing in this Agreement shall be construed to create an exclusive relationship between
City and Consultant. Consultant may represent, perform services for, or be employed by such additional
persons or companies as Consultant sees fit.

9. ADDITIONAL SERVICES

Changes to the Scope of Services shall be by written amendment to this Agreement and
shall be paid on an hourly basis at the rates set forth in Exhibit B, or paid as otherwise agreed upon by
the parties in writing prior to the provision of any such additional services.

10. SUCCESSORS AND ASSIGNS

City and Consultant each binds itself, its partners, successors, legal representatives and
assigns to the other party to this Agreement and to the partners, successors, legal representatives and
assigns of such other party in respect of all promises and agreements contained herein.

11.  TERM, SUSPENSION, TERMINATION

a. This Agreement shall become effective on the date that it is made, set forth on the
first page of the Agreement, and shall continue in effect until both parties have fully performed their
respective obligations under this Agreement, unless sooner terminated as provided herein.

b. City shall have the right at any time to temporarily suspend Consultant's
performance hereunder, in whole or in part, by giving a written notice of suspension to Consultant. If City
gives such notice of suspension, Consultant shall immediately suspend its activities under this
Agreement, as specified in such notice.

C. City shall have the right to terminate this Agreement for convenience at any time
by giving a written notice of termination to Consultant. Upon such termination, Consultant shall submit
to City an itemized statement of services performed as of the date of termination in accordance with
Section 2 of this Agreement. These services may include both completed work and work in progress at
the time of termination. City shall pay Consultant for any services for which compensation is owed;
provided, however, City shall not in any manner be liable for lost profits that might have been made by
Consultant had the Agreement not been terminated or had Consultant completed the services required
by this Agreement. Consultant shall promptly deliver to City all documents related to the performance of
this Agreement in its possession or control. All such documents shall be the property of City without
additional compensation to Consultant.

Page 5 of 10
Professional Services Agresment

Form approved by the City Attorney 8-1-15



12, TIME OF PERFORMANCE

The services described herein shall be provided during the period, or in accordance with
the schedule, set forth in Exhibit B. Consultant shall complete all the required services and tasks and
complete and tender all deliverables to the reasonable satisfaction of City, as described in Exhibit B.
Upon mutual agreement by both parties, City may extend the Agreement an additional five years.

13. STANDARD OF PERFORMANCE

Consultant shall perform all services performed under this Agreement in the manner and
according to the standards currently observed by a competent practitioner of Consultant’s profession in
California. All products of whatsoever nature that Consultant delivers to City shall be prepared in a
professional manner and conform to the standards of quality normally observed by a person currently
practicing in Consultant's profession, and shall be provided in accordance with any schedule of
performance. Consultant shall assign only competent persconnel to perform services under this
Agreement, Consultant shall notify City in writing of any changes in Consultant’s staff assigned to
perform the services under this Agreement prior to any such performance. In the event that City, at any
time, desires the removal of any person assigned by Consultant to perform services under this
Agreement, because City, in its sole discretion, determines that such person is not performing in
accordance with the standards required herein, Consultant shall remove such person immediately upon
receiving notice from City of the desire of City for the removal of such person.

14. CONFLICTS OF INTEREST

Consultant covenants that neither it, nor any officer or principal of its firm, has or shall
acquire any interest, directly or indirectly, that would conflict in any manner with the interests of City or
that would in any way hinder Consultant’s performance of services under this Agreement. Consultant
further covenants that in the performance of this Agreement, no person having any such interest shall be
employed by it as an officer, employee, agent or subcontractor, without the written consent of
City. Consultant agrees to avoid conflicts of interest or the appearance of any conflicts of interest with
the interests of City at all times during the performance of this Agreement. -

15. CONFLICT OF INTEREST REQUIREMENTS

a. Generally. The City's Conflict of Interest Code requires that individuals who
qualify as "consultants" under the Political Reform Act, California Government Code sections 87200 et
seq., comply with the conflict of interest provisions of the Political Reform Act and the City’s Conflict of
Interest Code, which generally prohibit individuals from making or participating in the making of decisions
that will have a material financial effect on their economic interests. The term “consultant” generally
includes individuals who make governmental decisions or who serve in a staff capacity.

b. Conflict of Interest Statements. The individual(s) who will provide services or
perform work pursuant to this Agreement are "consultants" within the meaning of the Political Reform Act

Page 6 of 10
Professional Services Agreement
Form approved by the City Attorney 8-1-15



and the City’s Conflict of Interest Code:
yes X _no (check one)

If "yes" is checked by the City, Consultant shall cause the following to occur within BOAdays after
execution of this Agreement:

(1) Identify the individuals who will provide services or perform work under this Agreement as
"consultants”; and

4(2) Cause these individuals to file with the City Clerk the assuming office statements of
economic inferests required by the City’s Conflict of Interest Code.

Thereafter, throughout the term of the Agreement, Consultant shall cause these
individuals to file with the City Clerk annual statements of economic interests, and "leaving office"
statements of economic interests, as required by the City's Conflict of Interest Code.

The above statements of economic interests are public records subject to public disclosure
under the California Public Records Act. The City may withhold all or a portion of any payment due under
this Agreement until all required statements are filed.

16.  CONFIDENTIALITY OF CITY INFORMATION

During performance of this Agreement, Consultant may gain access to and use City
information regarding inventions, machinery, products, prices, apparatus, costs, discounts, future plans,
business affairs, governmental affairs, processes, trade secrets, technical matters, systems, facilities,
customer lists, product design, copyright, data, and other vital information (hereafter collectively referred
to as "City Informaticn™) that are valuable, special and unique assets of the City. Consultant agrees to
protect all City Information and treat it as strictly confidential, and further agrees that Consultant shall not
at any time, either directly or indirectly, divulge, disclose or communicate in any manner any City
Information to any third party without the prior written consent of City. In addition, Consultant shall comply
with all City policies governing the use of the City network and technology systems. A violation by
Consultant of this Section 16 shall be a material violation of this Agreement and shall justify legal and/or
equitable relief.

17. CONSULTANT INFORMATION

a. City shall have full ownership and control, including ownership of any copyrights,
of all information prepared, produced, or provided by Consultant pursuant to this Agreement. In this
Agreement, the term "information" shall be construed to mean and include: any and all work product,
submittals, reports, plans, specifications, and other deliverables consisting of documents, writings,
handwritings, typewriting, printing, photostatting, photographing, computer models, and any other
computerized data and svery other means of recording any form of information, communications, or
representation, including letters, works, pictures, drawings, sounds, or symbols, or any combination
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thereof. Consultant shall not be responsible for any unauthorized modification or use of such information
for other than its intended purpose by City.

b. Consuitant shall fully defend, indemnify and hold harmless City, its officers and
employees, and each and every one of them, from and against any and all claims, actions, lawsuits or
other proceedings alleging that all or any part of the information prepared, produced, or provided by
Consultant pursuant to this Agreement infringes upon any third party’s trademark, trade name, copyright,
patent or other intellectual property rights. City shall make reasonable efforts to notify Consultant not
later than ten (10) days after City is served with any such claim, action, lawsuit or other proceeding,
provided that City's failure to provide such notice within such time period shall not relieve Consultant of
its obligations hereunder, which shall survive any termination or expiration of this Agreement.

C. All proprietary and other information received from Consultant by City, whether
received in connection with Consultant’s proposal, will be disclosed upon receipt of a request for
disclosure, pursuant to the California Public Records Act; provided, however, that, if any information is
set apart and clearly marked "trade secret" when it is provided to City, City shall give notice to Consultant
of any request for the disclosure of such information. Consultant shall then have five (5) days from the
date it receives such notice to enter into an agreement with the City, satisfactory to the City Attorney,
providing for the defense of, and complete indemnification and reimbursement for all costs (including
plaintiff's attorneys’ fees) incurred by City in any legal action to compel the disclosure of such information
under the California Public Records Act. Consultant shall have sole responsibility for defense of the
actual "trade secret" designation of such information.

d. The parties understand and agree that any failure by Consuitant to respond to the
notice provided by City and/or to enter into an agreement with City, in accordance with the provisions of
subsection ¢, above, shall constitute a complete waiver by Consultant of any rights regarding the
information designated "trade secret” by Consultant, and such information shall be disclosed by City
pursuant to applicable procedures required by the Public Records Act.

18. MISCELLANEOUS

a. Entire Agreement. This Agreement contains the entire agreement between the parties.
Any and all verbal or written agreements made prior to the date of this Agreement are superseded by
this Agreement and shall have no further effect.

b. Modification. No modification or change to the terms of this Agreement will be binding
on a party unless in writing and signed by an authorized representative of that party.

¢. Compliance with Laws. Consultant shail perform all services described herein in
compliance with all applicable federal, state and local laws, rules, regulations, and ordinances, including
but not limited to, (i) the Americans with Disabilities Act of 1990 (42 U.S.C. 12101, et seq.) ("ADA"), and
any regulations and guidelines issued pursuant to the ADA; and (ii) Labor Code sections 1720, ef seq.,
which require prevailing wages (in accordance with DIR determinations at www.dir.ca.gov) be paid to any
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employee performing work covered by Labor Code sections 1720 ef seq. Consultant shall pay to the
City when due all business taxes payable by Consultant under the provisions of Chapter 6-04 of the
Santa Rosa City Code. The City may deduct any delinquent business taxes, and any penalties and
interest added to the delinquent taxes, from its payments to Consultant.

d.  Discrimination Prohibited. With respect to the provision of services under this
Agreement, Consultant agrees not to discriminate against any person because of the race, religious
creed, color, national origin, ancestry, physical disability, mental disability, medical condition, genetic
information, marital status, sex, gender, gender identity, gender expression, age, sexual orientation, or
military and veteran status of that person.

e. Governing Law; Venue. This Agreement shall be governed, construed and
enforced in accordance with the laws of the State of California. Venue of any litigation arising out of or
connected with this Agreement shall lie exclusively in the state trial court in Sonoma County in the State
of California, and the parties consent to jurisdiction over their persons and over the subject matter of any
such litigation in such court, and consent to service of process issued by such court.

f. Waiver of Rights. Neither City acceptance of, or payment for, any service or performed
by Consultant, nor any waiver by either party of any default, breach or condition precedent, shall be
construed as a waiver of any provision of this Agreement, nor as a waiver of any other default, breach or
condition precedent or any other right hereunder.

g. Incofporation of Attachments and Exhibits. The attachments and exhibits
to this Agreement are incorporated and made part of this Agreement, subject to terms and provisions
herein contained.

19.  AUTHORITY; SIGNATURES REQUIRED FOR CORPORATIONS

Consultant hereby represents and warrants to City that it is (a} a duly organized and validly
existing corporation, formed and in good standing under the laws of the State of New York, (b) has the
power and authority and the legal right to conduct the business in which it is currently engaged, and (c)
has all requisite power and authority and the legal right to consummate the transactions contemplated in
this Agreement. Consultant hereby further represents and warrants that this Agreement has been duly
authorized, and when executed by the signatory or signatories listed below, shall constitute a valid
agreement binding on Consultant in accordance with the terms hereof.

If this Agreement is entered into by a corporation, it shall be signed by two corporate
officers, one from each of the following two groups: a) the chairman of the board, president or any vice-
president; b) the secretary, any assistant secretary, chief financial officer, or any assistant treasurer. The
title of the corporate officer shall be listed under the signature.

Executed as of the day and year first above stated.
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ATTACHMENT ONE
INSURANCE REQUIREMENTS FOR
TECHNOLOGY AGREEMENTS

A. Insurance Policies: Vendor shall, at all times during the terms of this Agreement, maintain and
keep in full force and effect, the following policies of insurance with minimum coverage as
indicated below and issued by insurers with AM Best ratings of no less than A-:VI or otherwise
acceptable to the City.

Insurance Minimum Coverage Additional Coverage Requirements
Limits
1. Commercial general  $ 1 million per Coverage must be at least as broad as ISO CG 00
tiability occurrence 01 and must include completed operations

$ 2 million aggregate coverage. If insurance applies separately to a
project/location, aggregate may be equal to per
occurrence amount. Coverage may be met by a
combination of primary and umbrella or excess
insurance but umbrella and excess shali
provide coverage at least as broad as specified
for underlying coverage. Coverage shall not
exclude subsidence.

2. Business auto $ 1 million 1ISO Form Number CA 00 01 covering any auto
coverage (Code 1), or if Vendor has no owned autos, hired,
(Code 8) and non-owned autos (Code 9), with limit
no less than $ 1 million per accident for bodily injury
and property damage.

3. Professional liability  $ 2 million per claim  Vendor shall provide on a policy form
(E&O) $ 2 million aggregate appropriate to profession. If on a claims made
basis, Insurance must show coverage date prior to
start of work and it must be maintained
for five (5) years after completion of work.

4, Workers' $ 1 million As required by the State of California, with
compensation and Statutory Limits and Employer's Liability Insurance
employer's liabiity with limit of no less than $ 1 million

per accident for bodily injury or disease. The
Workers’ Compensation policy shail be endorsed
with a waiver of subrogation in favor of the City for
all work performed by the Vendor, its employees,

agents and
subcontractors.
5. Cyber Liability $ 2 million per Covering claims involving privacy violations,
occurrence information theft, damage to or destruction of
electronic information, intentional  and/or

$ 2 million aggregate unintentionat release of private information,
alternation of electronic information, extortion and



B.

C.

network security. Such coverage is required if any
products and/or services related to information
technology (including hardware and/or software)
are provided to City and for claims involving any
professional services for which Vendor is engaged
with City for such length of time as necessary to
cover any and all claims.

Endorsements:

1. All policies shall provide or be endorsed to provide that coverage shall not be canceled,
except after prior written notice has been provided to the City in accordance with the policy
provisions. .

2. Liability, umbrella and excess policies shall provide or be endorsed to provide the
following:

a. For any claims related to this project, Vendor's insurance coverage shall be

primary and any insurance or self-insurance maintained by City shall be excess of
the Vendor’s insurance and shall not confribute with it; and,

b. The City of Santa Rosa, its officers, agents, employees and volunteers are to
be covered as additional insureds on the CGL policy. General liability
coverage can be provided in the form of an endorsement to Vendor’s insurance
at least as broad as ISO Form CG 20 10 11 85 or if not available, through the
addition of both CG 20 10 and CG 20 37 if a later edition is used.

Verification of Coverage and Certificates of Insurance: Vendor shall furnish City with original
certificates and endorsements effecting coverage required above. Certificates and
endorsements shall make reference to policy numbers. All certificates and endorsements are to
be received and approved by the City before work commences and must be in effect for the
duration of the Agreement. The City reserves the right to require complete copies of all required
policies and endorsements.

Other Insurance Provisions:

No policy required by this Agreement shall prohibit Vendor from waiving any right of
recovery prior to loss. Vendor hereby waives such right with regard to the indemnitees.

2. All insurance coverage amounts provided by Vendor and available or applicable to this

Agreement are intended to apply to the full extent of the policies. Nothing contained in
this Agreement limits the application of such insurance coverage. Defense costs must be
paid in addition to coverage amounts.

3. Policies containing any self-insured retention (SIR) provision shall provide or be endorsed

to provide that the SIR may be satisfied by either Vendor or City. Self-insured retentions
above $10,000 must be approved by City. At City’s option, Vendor may be required to
provide financial guarantees.

4. Sole Proprietors must provide a representation of their Workers’ Compensation Insurance

exempt status.

5. City reserves the right to modify these insurance requirements while this Agreement is in

effect, including limits, based on the nature of the risk, prior experience, insurer, coverage,
or other special circumstances.



EXHIBIT A
SCOPE OF SERVICES

The minimum scope of work required includes, but may not be limited to:

General System

1. The Vendor must provide the client with web based, Commercial off-the-shelf Incident

2.

3.

Management system for the management of information and documents related to incidents,
exercises, and preplanned events. The system must be generally available for sale and be
actively supported by the vendor.
Users must be able to access the system using the following browsers:
a. Firefox
b. Chrome (on PC and Android)
c. Edge
d. Current Internet Explorer
e. Safari (on Mac and i0S)
The system must be able to be localized so that labels, fields, and other text on the site can

automatically switch languages based upon the user’s browser language settings.
4. The system must completely support all of the following:

5.

6.

a. Multiple Simultaneous Incidents
b. Multiple EOCs, jurisdictions, and organizations under a unified command /
management platform

c. NIMS Standards (ICS, CAP, IMS)

d. Role-based user identification, operation, and management
The system must support the following at no additional charge:

a. Allow for an unlimited number of user accounts

b. Allow for an unlimited number of roles

¢. Authentication integration to City Active Directory / LDAP [ single-sign-on (SSO)
The system must support the ability to automatically notify selected users, email accounts, and
distribution groups whenever a new incident, exercise, or event is added to the system.

Communications

1.

The Incident Management System must provide a module or feature set that supports unified
communications between users on the system, users outside the system, and other third-party
systems.
Provided communication tools must include the ability to send a message to multiple recipients
and platforms from one screen including internal messaging, email, SMS (text messaging),
and interoperable messaging to other incident management systems.
Provided communication tools must be able to send text message and email message based
alerts about important tasks and messages.
Provided communication tools must allow for messages to be easily converted into resource
requests and tasks or tickets on the system without requiring the user to cut and paste that
information to another part of the system.
Administrators must be able to setup templates for messages and broadcasts in order to speed
up the transmission of commonly sent messages.
The system must accept interoperable messages from surrounding local and regional incident
management systems using common communication standards/protocols.
The system must support the ability to send and receive data in the following standardized
emergency management data standards:

a. CAP1.2
EDXL-DE
EDXL-HAVE
EDXL-RM
IPAWS-OPEN CAP Interface
IPAWS-OPEN WEA Interface

o a0 T



8.

g. |IPAWS-OPEN EAS Interface
h. IPAWS-OPEN NWEM Interface

The system must support integration with the following standardized communication protocols
for sending and receiving data from other systems:

SMTP {outbound Emait)

SMS (text messaging)

RSS

IMAP4 (inbound email)

POP3 (inbound email)

IPAWS-OPEN

~D oo oo

Resource Management

1.

The Incident Management System must provide a robust resource management module or
feature set that allows emergency manager to track stockpiled resources, maintain lists of
Vendor provided resources, track resource requests, track deployed resources during an
incident, and track costs associated with deployed resources.

Resource requests must support the ability to attach additional forms and fields that can track
additional administrator managed questions and data needed for a particular resource request.
Resource requests must be able to be filled out in a wizard like interface that takes users step-
by- step through the entry of any required elements for that request. Administrators must he
able to organize, enable, and disable steps within a resource request.

Users and administrators must be able to create template of resource requests to allow users
to quickly enter similar requests in a future incident or exercise.

Users must be able to quickly determine the status and known quantities of resources
maintained in the resource stockpile.

Stockpiled resources must be integrated into the resource request tools within the system to
allow users to easily match resource requests with known stockpiles.

Provided resource management tools must include full history tracking that tracks all changes
that happens to a resource request. Every change must track the date/time of the change, the
user account that made the change, the name of the user, and the role of the user at the time
of the change.

Users must be able to enter new resource requests into the system from the field using a
mobile application.

Task Management

1.

The Incident Management System must provide a robust task management module or feature
set that allows emergency manager to task missions, objective, required actions, and other
incident needs to multiple roles and users on the system.

The task management system must support the following features:

Ability to track and report task priority

Ability to track and report task status

Ability to attach images, videos, and documents to the task

Ability to attach an unlimited number deployed assets associated with the task

Ability to search to tasks using text and field based searches
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f.  Ability to associate tasks as subtasks to other tasks in the system
g. Ability to quickly clone/copy a task to create another similar task
Task management system must support the ability to attach additional forms and fields that
can track additional administrator managed questions and data needed for a particular task.
System must include full history tracking that tracks all changes that happens to a task. Every
change must track the date/time of the change, the user account that made the change, the
name of the user, and the role of the user at the time of the change.
The task management system must have the following reporting capabilities:
a. Users and administrators must be able to create permanent reports that filter tasks by
any type of data within that task (priority, status, incident, etc.).
b. Reports should be able to report on any piece of data within that task including
administrator managed fields.
c. All reports must allow users to preview the information within a task without having to
open the task.
d. Previews must include a map of the location of any geographic information within that
task.
Previewing a task must count the task as viewed in the notification system.
All reports must be viewable in a tabular, statistical, and graphical view of that data.
All reports must be able to be included as part of a dashboard or status board.
Ability to run a report on all tasks that are overdue or have not been worked on in a set
time frame.
Tasks must be able to be filled out in a wizard like interface that takes users step-by-step
through the entry of any required elements for that task. Administrators must be able to
organize, enable, and disable steps within a task.
Users and administrators must be able to create templates of tasks to allow users to quickly
enter similar tasks in a future incident or event.
Tools on the software must allow users to easily mass edit tasks. For instance, the software
should allow users to change the status, priority, and due dates for a set of tasks in one step.
Users must be able to enter new tasks into the system from the field using a mobile application.

T m oo

Status Boards

1.

2.

The system must be able to display multiple types of situational awareness information in a
dashboard format.

The system must allow the designing and creating of status boards using simple drag and drop
tools and picklist.

Administrators must be able to develop status boards for a particular role or group of users
such as a EOC section, function or department.

Status Board content must be able to be updated manually for fine control, or automatically
can pull in real-time updates from GIS-ESRI, ticket /task manager modules and resource
management module.

Status Boards must be able to display any module or page in an interactive panel, allowing
users to interact with the system from a simplified dashboard interface that contains all the
tools needed to perform their role or position.

IAP Builder and ICS Forms

1.

The system must support the ability to build/create/update a NIMS/ICS compliant Incident
Action Plan using standard ICS forms, that can be modified.



Data in the ICS forms must be able to be entered in one area of the system without requiring
the users to cut and paste that information to another part of the system.

The system must support export of blank or completed ICS forms and Incident Action Plans
into fillable PDF format and MS WORD for further editing.

GIS Integration

1.

The system must support ESRI GIS mapping file types without special programming, that
displays critical data across multiple status boards and maps within the incident management
system and can be exported to — ESRI ArcGIS Online and ESRI on-premise GIS systems
(ArcGIS, ESRI Portal, etc).

The system must allow users to automatically sync any ticket/task manager or resource
manager item and instantly convert it to a mapping layer or vice-a-versa.

This means that updates to shelter tracking, damages, donations, resources, road closures,
and other

The system must have the ability to read in and export the following types of files and services:

Aeris Weather Aloha Plume AVL Trackers

CAD data via Email or custom API CSV

ESRI ArcGIS services ESRI online services Excel
KML MASAS

Mesonet Services Shape files

Data generated in the GIS feature must be exportable and instantly displayable with all third-
party COP viewers and other types of systems.

The mapping/GIS system should have a road closures feature/layer that can also be exported
into the other status boards in the system as well as exported into a report that lists streets by
name with boundaries and addresses.

System Administration & Security

1.

2.

All administration pages in the system needs to utilize an easy-to-use interface that can be
utilized by authorized user groups.

Administrators must have access to tools that allow them to view:

Errors encountered by users on the system

The state and health of all services on the system

The state of all communications that are queued to be sent out of the system.

A report of all activities that took place during an incident.

The delivery status of any messages that have been sent by communication tools in
the system.

The system must allow administrators to easily create users, roles, group, and security
permissions on the system.

Ao oo



4. System must include the ability to import users and roles into the system.

5. System must support Active Directory / LDAP / single-sign-on (SSO)

6. The system must support the use of Active Directory groups to secure modules, features,
functionality, user uploaded content, and data.

7. All pages, features, and data fields within the system must be able to be locked down to
groups of users on the system.

8. The system must support the following security features:

a. Ability for users to recover their own password via a challenge question
b. Ability to set password strength rules
c. Ability to batch reset password for multiple user accounts

9. Administrators must have the ability to track a full history for all changes that happen on a
user account including:

a. User that made the change

b. Role that made the change

c. Time of the change

d. What was changed on the account (including account creation date, deactivation
date, deletion date change in role settings, change in group settings, and change in
any other settings)

10. The vendor must keep a certified CISSP security specialist on staff that reviews
development, system architecture, data structures, and interfaces within the system for
security vulnerabilities.

11. System must utilize encrypted communications between the user and the server.

12. System must be housed locally on premises on a City server such that if no internet access
is available system will still function locally. System must also be mirrored (backed-up) on
vendor sever.

Price quoted should be for an on premises (“hybrid”) solution; the total initial purchase,
including licensing, installation, configuration, web training, and support for one year.
Cost of annual support and updates thereafter.
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